
HackTheBox – Bart

S  ummary

• Discovery of server monitor software, credentials for this could easily be bruteforced.
• Discovery of internal-01 subdomain, the main page of which is vulnerable to LFI.
• Abused LFI to poison log.php, this lead to code execution.
• Escalated privileges to the user h.potter via a powershell remote management session.
• Escalated privileges to Administrator using the same method with a password discovered in 

the registry.
• It is also possible to escalate privileges directly to system from iusr via a JuicyPotato attack.
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Recon

I began by adding 10.10.10.81 to /etc/hosts as bart.htb.
This was followed up by nmap scans – only revealing port 80 running IIS 10.0, this suggests that 
the underlying OS is either Windows 10 or Windows Server 2016/2019.

# Nmap 7.80 scan initiated Thu Dec 10 03:46:36 2020 as: nmap -sV -sC -p80 -oN nmap.txt bart.htb
Nmap scan report for bart.htb (10.10.10.81)
Host is up (0.059s latency).

PORT   STATE SERVICE VERSION
80/tcp open  http    Microsoft IIS httpd 10.0
| http-methods: 
|_  Potentially risky methods: TRACE
|_http-server-header: Microsoft-IIS/10.0
|_http-title: Did not follow redirect to http://forum.bart.htb/
Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows
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Attempting to visit the webserver redirects to forum.bart.htb.

As HackTheBox doesn't have DNS, this needs to be added to /etc/hosts.

This allows the redirect to display properly.
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A few things to take note of the website include potential usernames displayed both on the page and
in the sourcecode.

Unfortunately gobuster runs into a status code error when trying to bruteforce directories on bart.htb
and finds nothing on forum.bart.htb.
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This is because any page that doesn't exist redirects to the following image.

This can be bypassed by searching for other status codes using the -s switch, eventually netting 
/forum and /monitor.

The same result can also be achieved via fuzzing and filtering out content lengths matching the one 
of the image.
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Visiting bart.htb/forum returns the same page as forum.bart.htb. However, bart.htb/monitor reveals 
a server monitor login page.

Tests for SQL injection to bypass this are unsuccessful, turning to bruteforce at first seems unlikely 
due to the ambiguous login failure message not revealing whether the username or password was 
incorrect. The forgot password function does return a message if a user exists on the system 
however.
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I wrote a simple python script to create a list of possible usernames and redirected the output to 
users.txt.

In order to make use of this script I first of all captured the POST request that is submitted by this 
form.
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Using wfuzz to post this list to the server, filtering out character lengths that match the user not 
found message nets 2 potential logins – Harvey and Daniel.

Using the username harvey it is possible to bruteforce the /monitor login page with hydra, revealing
the password as potter.

Attempting to login as Harvey redirects to monitor.bart.htb.

I added this /etc/hosts.
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Logging in as Harvey this time is successful.

The only thing of note once authenticated is internal-01.bart.htb on the servers list.

This was also added to /etc/hosts.
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Visiting internal-01.bart.htb presents us with yet another login form.

Attempting the previously discovered password is unsuccessful, it does however reveal that the 
password must be at least 8 characters long.
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It stands to reason that harvey would be able to access this panel (Comments in source code 
mention they are a developer), entering a wrong username or password again results in an error 
message that doesn't give anything away if an attacker didn't know what users exist on the system.

I pulled all passwords that are 8 or more characters from rockyou.txt and put them in a new 
wordlist.

Once again using hydra it is possible to bruteforce this login by using a wordlist that contains only 
passwords with 8 or more characters and setting the failure string “Invalid Username or Password”.
This discovers harveys password for this form as Password1.
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FootHold

Once authenticated I was presented with a message board, the Log link at the top of the page only 
generated an alert box.

I decided to dig deeper into this by capturing the alert in BurpSuite, this shows that Log generated a 
GET request to /log/log.php?filename=log.txt&username=harvey.
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This is vulnerable to LFI. By changing the filename parameter and User-Agent parameter it is 
possible to poison the log file.

It is possible to abuse the User-Agent field to gain command execution via the following php one-
liner:

<?php system($_GET['cmd']); ?>

This is confirmed as working by sending whoami command, returning a response of nt 
authority\iusr
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To gain a shell I uploaded a copy on nc.exe to the server. This was hosted via python http.server and
downloaded tot he system via the poisoned log using certutil.

nc.exe was then run to create a connection back to a listener on my machine, granting me a shell as 
nt authority\iusr
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Privilege Escalation – User: h.potter

Searching for user accounts on the system nets a few potential paths, checking h.potter we can see 
that they have remote management privileges.
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There were no open ports related to remote management visible from the outside of the machine, 
however port 5985 is listening internally, this port is usually associated with WinRM.

In order to proceed with the next steps I needed to upload a 64bit version of nc.exe. I repeated the 
earlier steps to upload and execute nc, this time using a version sourced from:
 https://github.com/int0x33/nc.exe/blob/master/nc64.exe

I then used powershell to confirm the environment was set properly.

Using powershell, I created a set of secure credentials for h.potter using the eariler discovered 
password – Password1.

This was then used to enter a powershell session as h.potter
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However, the powershell session was quite unresponsive, I used the earlier uploaded nc.exe to 
create a reverse connection back to my machine, successfully spawning a working session as 
h.potter.
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Privilege Escalation – Administrator: Method #1 World 
Readable Registry Password.

*Note – this method is only possible via a 64bit session.

Querying the Winlogon registry as any user reveals a default password for the Administrator 
account.

Knowing the Administrator password it is possible to enter a new powershell session by once again 
creating a set of secure credentials.

18
@driggzzzz

Bart Writeup HTB



Privilege Escalation – Administrator: Method #2 JuicyPotato

As nt authority\iusr has SeImpersonatePrivilege set it is possible to escalate to system privileges via
a JuicyPotato attack.

First of all I took note of the OS version – Windows 10 Pro.

I then transferred JuicyPotato the machine via certutil.
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I created a new .bat file containing a command to run nc.exe – connecting back to my machine and 
spawning a cmd.exe session.

In order for the exploit to run successfully a CLSID is needed for this version of Windows, any 
from here will work as long as the service is available on the machine.

https://github.com/ohpe/juicy-potato/tree/master/CLSID/Windows_10_Pro

I used wuauserv – Windows Update Service, as it should be available on almost any machine.

Running the command with a listener set up on my machine successfully granted me a session with 
system privileges.
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