
HackTheBox – Lightweight

S  ummary

• Authenticated against SSH using credentials generated via webserver.
• Captured an LDAP authentication request via TCPDump, revealing the password for 

ldapuser2.
• Discovered plain text password for ldapuser1 in backup.7z, this file was password protected 

but easily cracked.
• Ldapuser1 could run openssl with all permissions, this was used to create a new user with 

root permissions.
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R  econ

I began by adding 10.10.10.119 to /etc/hosts as lightweight.htb.
This was followed up by port scans, only revealing SSH, HTTP and LDAP running.

# Nmap 7.80 scan initiated Tue Nov  3 09:41:00 2020 as: nmap -sV -sC -p22,80,389 -oN nmap.txt lightweight.htb
Nmap scan report for lightweight.htb (10.10.10.119)
Host is up (0.014s latency).

PORT    STATE SERVICE VERSION
22/tcp  open  ssh     OpenSSH 7.4 (protocol 2.0)
| ssh-hostkey: 
|   2048 19:97:59:9a:15:fd:d2:ac:bd:84:73:c4:29:e9:2b:73 (RSA)
|   256 88:58:a1:cf:38:cd:2e:15:1d:2c:7f:72:06:a3:57:67 (ECDSA)
|_  256 31:6c:c1:eb:3b:28:0f:ad:d5:79:72:8f:f5:b5:49:db (ED25519)
80/tcp  open  http    Apache httpd 2.4.6 ((CentOS) OpenSSL/1.0.2k-fips mod_fcgid/2.3.9 PHP/5.4.16)
|_http-title: Lightweight slider evaluation page - slendr
389/tcp open  ldap    OpenLDAP 2.2.X - 2.3.X
| ssl-cert: Subject: commonName=lightweight.htb
| Subject Alternative Name: DNS:lightweight.htb, DNS:localhost, DNS:localhost.localdomain
| Not valid before: 2018-06-09T13:32:51
|_Not valid after:  2019-06-09T13:32:51
|_ssl-date: TLS randomness does not represent time
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Visiting the webserver reveals the following page.

Info.php explains that bruteforcing will lead to an IP ban.

User.php explains that a system account named as the visitors IP address will be made accessible 
via SSH within 1 minute of the first HTTP request.
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FootHold

I successfully authenticated against SSH by using a username password combination of my IP 
address. This however only provides an extremely restricted environment.

Privilege Escalation – User: ldapuser2

Using getcap to enumerate for any binaries that my user might have permissions to use nets 
tcpdump, allowing non root users to access raw packet information.

I used this capture none arp packets on the loopback interface, saving the output to out.pcap. After a
short wait I converted this file to base64 to transfer across to my machine for analysis.
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I decoded the base64 on my machine and directed the output to out.pcap.

Opening the pcap file in wireshark reveals several LDAP packets.
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Following the TCP stream for these packets reveals ldapuser2 logging in, displaying their password 
in plain text.

This password was successfully used to su to the user - ldapuser2

Privilege Escalation – User: ldapuser1

In ldapuser1's home directory there is an interesting file – backup.7z, I used base64 to transfer this 
to my machine.
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Attempting to unzip the file we are asked for a password, attempting the user accounts password is 
unsuccessful.

I used 7z2john.pl to convert the file to a hash that could be cracked and directed the output to 
backup.hash. In order for the hash to be recognized backup.7z: needed to be removed from the 
beginning of the file.
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Using hashcat -m 11600 against the file with the rockyou.txt wordlist successfully cracked the 
password and revealed it as delete.
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Attempting to unzip the file using this password was successful.
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From the unzipped files – status.php reveals a hard-coded password for the user – ldapuser1.

Using this password to su to the user is successful.
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Privilege Escalation - Root

Using getcap against ldapuser1 reveals an openssl binary in their home directory with all 
permissions.

As the openssl binary located in /bin is on the users path, we will have to specify that the version in 
their home directory is the one that we want to use.

We can abuse openssl to read/write files, this is confirmed by reading /etc/shadow.
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And as this can also write files I created copies of /etc/shadow and /etc/passwd in /tmp and added a 
new user to them with the root accounts permissions and no password.

I then used openssl to overwrite shadow and passwd with the modified files. Su'ing to the created 
user grants a shell as the root account.
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