
HackTheBox – LaCasaDePapel

S  ummary

• Discovery of vsftpd 2.3.4, this software has a known backdoor, this was used to access the 
system; albeit in a restricted environment.

• Enumeration of PHP shell gained from the backdoor reveals a CA private key.
• This was used to forge a client side certificate to gain access to the HTTPS service.
• Discovered LFI in HTTPS service, this ultimately lead to gaining an SSH key for the user – 

professor.
• Memcached.ini runs a command via cron, as this file was stored in a directory professor has 

write permissions to, it was replaced with a malicious copy, granting a reverse shell as root.
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R  econ

I began by adding 10.10.10.131 to /etc/hosts as lacasadepapel.htb.
This was followed up by nmap scans revealing ports 21, 22, 80 and 443 running FTP, SSH, HTTP 
and HTTPS respectively.

# Nmap 7.80 scan initiated Fri Nov  6 04:25:39 2020 as: nmap -sV -sC -p21,22,80,443 -oN nmap.txt lacasadepapel.htb
Nmap scan report for lacasadepapel.htb (10.10.10.131)
Host is up (0.081s latency).

PORT    STATE SERVICE  VERSION
21/tcp  open  ftp      vsftpd 2.3.4
22/tcp  open  ssh      OpenSSH 7.9 (protocol 2.0)
| ssh-hostkey: 
|   2048 03:e1:c2:c9:79:1c:a6:6b:51:34:8d:7a:c3:c7:c8:50 (RSA)
|   256 41:e4:95:a3:39:0b:25:f9:da:de:be:6a:dc:59:48:6d (ECDSA)
|_  256 30:0b:c6:66:2b:8f:5e:4f:26:28:75:0e:f5:b1:71:e4 (ED25519)
80/tcp  open  http     Node.js (Express middleware)
|_http-title: La Casa De Papel
443/tcp open  ssl/http Node.js Express framework
| http-auth: 
| HTTP/1.1 401 Unauthorized\x0D
|_  Server returned status 401 but no WWW-Authenticate header.
|_http-title: La Casa De Papel
| ssl-cert: Subject: commonName=lacasadepapel.htb/organizationName=La Casa De Papel
| Not valid before: 2019-01-27T08:35:30
|_Not valid after:  2029-01-24T08:35:30
|_ssl-date: TLS randomness does not represent time
| tls-alpn: 
|_  http/1.1
| tls-nextprotoneg: 
|   http/1.1
|_  http/1.0
Service Info: OS: Unix
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Enumeration: Port 21

Nmap scans show that port 21 is running vsftpd 2.3.4, this version has a known backdoor 
vulnerability which is easily exploited. By providing a username containing “:)” the software will 
open port 6200 running a shell as the user it is owned by.

Using nc to connect to port 6200 successfully grants a shell, however it is a Psy shell – this is 
basically just a PHP console.

As we have a PHP console, my first thoughts were to run a system command to gain a bash session,
this was however unsuccessful. Viewing phpinfo() shows why – commands that can lead to code 
execution are disabled.
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Using ls we can see a variable $tokyo. Reading the contents of $tokyo reveals a file containing a CA
key - /home/nairobi/ca.key.

It is possible to use file_get_contents()  to read this file.
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I used sed to format the key to make it usable and saved the output to formatted.key.

Enumeration: Port 80

Visiting the HTTP server on port 80 reveals the following page.
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Examining the QR code using zbarimg reveals an authorization token, this however, doesn't appear 
to lead to anything.
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Enumeration: Port 443

Visiting the HTTPS page we are presented with a message informing us that a client certificate is 
needed to proceed.

7
@driggzzzz

LaCasaDePapel Writeup HTB



In order to create a client certificate I viewed the SSL certificate for the website and exported it, this
was saved as lacasadepapel_htb.crt.

First of all I generated my own private key and cert request for my client certificate using:

openssl genrsa -out client.key 4096

openssl req -new -key client.key -out client.req
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I then issued the client certificate using cert request and the CA cert and key for lacasadepapel, this 
was then converted to pkcs12 format using:

openssl x509 -req -in client.req -CA lacasadepapel_htb.cry -CAkey 
formatted.key -set_serial 101 -extensions client -days 365 -outform PEM 
-out client.cer

openssl pkcs12 -export -inkey client.key -in client.cer -out client.p12

I then imported client.p12 into my browsers certificate manager.
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Visiting the HTTPS page again prompts a user id request, clicking ok will submit the request.

This successfully grants access to the page.
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FootHold

The GETrequest – path  usually leads to one of the directories listed on the page, it is however 
vulnerable to LFI.

Using this to navigate to berlins home directory reveals SSH keys, this however won't allow us to 
access them.
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The webpage normally allows a user to download “episodes” by navigating the season directory and
clicking the desired episode, this leads to a page - /file and a file name encoded in base64.

Decoding the base64 reveals a simple directory/file format.

It is possible to abuse the earlier discovered LFI by base64 encoding a file name.
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By changing the base64 encoded portion of the URL to our own base64 encoded string we can 
essentially download any file that the user running the webserver has permissions over. This was 
abused to downloads berlin's id_rsa.

Attempting to authenticate as berlin via SSH is unsuccessful.

However, attempting the id_rsa file against the account - professor is successful.
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Privilege Escalation - Root

I transferred pspy64 to the server and ran it.

A short wait yields a command being run as professor -
 /usr/bin/node  /home/professor/memcached.js

Attempting to view this file is unsuccessful as professor doesn't have the necessary privileges. 
However, it is possible to read memcached.ini – this file runs the command seen in pspy64 using 
sudo -u nobody. This suggests that memcached.ini could potentially be run as a cronjob.
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Whilst the user has no write permissions over the file, they do have permissions over the directory 
that it is in. This means the file can be renamed and replaced with a malicious copy.

I moved the file to memcahced.ini.bak and created a new copy of memcached.ini containing a bash 
reverse shell payload.

I could see the command being executed as root but not returning a shell.

As nc is installed on the server I decided to take advantage of it and replaced the bash reverse shell 
with an nc command.

Setting up a listener and a short wait provides a shell with root permissions.
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