
HackTheBox –  BitLab

S  ummary

• Discovery of JavaScript obfuscated password in /help/bookmarks.html.
• Authenticated as clave using the discovered password on GitLab hosted via HTTP.
• Discovered Postgresql credentials in a snippet.
• Uploaded a PHP reverse shell to the Profile project, this was then used to gain a shell as 

www-data.
• Accessed postgresql database via PHP, netting the password for the user – clave.
• Accessed clave via SSH.
• Reverse engineered RemoteConnection.exe saved in claves home directory, this revealed the

password for the root account.
• Authenticated as root via SSH
• An alternative path to root could be achieved by abusing githooks to generate a reverse shell

upon a git merge request.
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Recon

I began by adding 10.10.10.114 to /etc/hosts as bitlab.htb.
This was followed up by nmap scans only revealing port 22 running SSH and port 80 running 
HTTP.

# Nmap 7.80 scan initiated Sat Nov  7 04:41:22 2020 as: nmap -sV -sC -p22,80 -oN nmap.txt bitlab.htb
Nmap scan report for bitlab.htb (10.10.10.114)
Host is up (0.014s latency).

PORT   STATE SERVICE VERSION
22/tcp open  ssh     OpenSSH 7.6p1 Ubuntu 4ubuntu0.3 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   2048 a2:3b:b0:dd:28:91:bf:e8:f9:30:82:31:23:2f:92:18 (RSA)
|   256 e6:3b:fb:b3:7f:9a:35:a8:bd:d0:27:7b:25:d4:ed:dc (ECDSA)
|_  256 c9:54:3d:91:01:78:03:ab:16:14:6b:cc:f0:b7:3a:55 (ED25519)
80/tcp open  http    nginx
| http-robots.txt: 55 disallowed entries (15 shown)
| / /autocomplete/users /search /api /admin /profile 
| /dashboard /projects/new /groups/new /groups/*/edit /users /help 
|_/s/ /snippets/new /snippets/*/edit
| http-title: Sign in \xC2\xB7 GitLab
|_Requested resource was http://bitlab.htb/users/sign_in
|_http-trane-info: Problem with XML parsing of /evox/about
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel
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Visiting the site hosted on port 80 reveals a GitLab login page.

Running dirb against the server returned the following.

-----------------
DIRB v2.22    
By The Dark Raver
-----------------

OUTPUT_FILE: dirb.txt
START_TIME: Sat Nov  7 04:43:10 2020
URL_BASE: http://bitlab.htb/
WORDLIST_FILES: /usr/share/wordlists/dirb/big.txt

-----------------

GENERATED WORDS: 20458

---- Scanning URL: http://bitlab.htb/ ----
+ http://bitlab.htb/Root (CODE:302|SIZE:88)
+ http://bitlab.htb/TEST (CODE:302|SIZE:89)
+ http://bitlab.htb/Test (CODE:302|SIZE:89)
+ http://bitlab.htb/användare (CODE:400|SIZE:90)
+ http://bitlab.htb/ci (CODE:301|SIZE:84)
+ http://bitlab.htb/clave (CODE:200|SIZE:16007)
+ http://bitlab.htb/explore (CODE:200|SIZE:13669)
+ http://bitlab.htb/favicon.ico (CODE:301|SIZE:167)
+ http://bitlab.htb/groups (CODE:302|SIZE:98)
==> DIRECTORY: http://bitlab.htb/help/
==> DIRECTORY: http://bitlab.htb/profile/
+ http://bitlab.htb/projects (CODE:302|SIZE:91)
+ http://bitlab.htb/public (CODE:200|SIZE:13749)
+ http://bitlab.htb/robots.txt (CODE:200|SIZE:2153)
+ http://bitlab.htb/root (CODE:200|SIZE:16022)
+ http://bitlab.htb/search (CODE:200|SIZE:13360)
+ http://bitlab.htb/secci  (CODE:400|SIZE:90)�
+ http://bitlab.htb/snippets (CODE:302|SIZE:100)
+ http://bitlab.htb/test (CODE:302|SIZE:89)
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Navigating to /root reveals a user page for @root as an Adminsitrator.

Whilst navigating to /Test redirects to a user page for @clave as a Developer.
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Viewing /help reveals bookmarks.html.

In there are a few bookmarks that aren't of any interest, but Gitlab login looks interesting.

Using Inspect Element on the link reveals some obfuscated JavaScript.
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By passing the encoded bytes to python and printing them it is possible to read a username and 
password for the user – clave.

FootHold

Using these credentials to login as clave is successful, giving access to 2 projects – Profile & 
Deployer.

There is also a code snippet on claves account for a postgresql connection via PHP.
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Clave has permissions to write to the Profile repository.

Visiting /profile/index.php confirms that the page is live.
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I uploaded a new file to the repo – a PHP reverse shell, specifically the one created by 
PenTestMonkey (http://pentestmonkey.net/tools/web-shells/php-reverse-shell) saved as 
driggzzzz.php

Click submit merge request. 
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And finally click merge, as only one user has to confirm the merge request in this case, having 
access to Clave is enough.

Visiting /profile/driggzzzz.php with a listener set up grants a reverse shell as www-data.
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Privilege Escalation – User: Clave

I upgraded my shell to tty to begin with.

Netstat shows that port 5432 is listening locally, this is usually associated to postgresql.

However, www-data has no way of accessing postgresql from the command line, instead I modified
the earlier discovered PHP snippet to dump the contents of the database, revealing the password to 
clave using the following PHP code.

$db_connection = pg_connect("host=localhost dbname=profiles user=profiles password=profiles");
$result = pg_query($db_connection, "SELECT * FROM profiles");
$row = pg_fetch_row($result, 0);
var_dump($row);
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Base64 decoding the password string reveals ssh-str0ng-p@ss.

This however didn't work, simply using the base64 string as the password allowed SSH access to 
claves user account.

Privilege Escalation – Root: Method #1 – Reverse Engineering

Claves home directory contains an exe file – RemoteConnection.exe

I converted this to base64 to transfer to my machine.
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Decoding the base64 and directing the output to RemoteConnection.exe is successful in copying the
file.

I transferred this file to my Windows machine for further analysis via python simple http server.

I opened the file in x32dbg, searching for strings in the file returned a few interesting results, 
notably a reference to putty.exe and access denied.
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I set some break points on some possibly interesting memory addresses (see the addresses 
highlighted red)

Running the program stops at these breakpoints, eventually revealing an attempt to connect to 
root@gitlab.htb via SSH with the password as an argument.

It is then possible to use the discovered password to authenticate as root via SSH.
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Privilege Escalation – Root: Method #2 - GitHooks

An alternative path to root is presented by running sudo -l as www-data, this user can run git pull as
root.

Searching google for “git pull code execution” lead me to the following pages:

https://stackoverflow.com/questions/5623208/how-to-execute-a-command-right-after-a-fetch-or-
pull-command-in-git

https://git-scm.com/docs/githooks#_post_merge

The project directories and files within them are owned by root.

In order to get around this I copied the /var/www/html/profile directory to /dev/shm, doing this 
doesn't preserve the ownership of the orginals, giving me write access.
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I created a file called post-merge under .git/hooks containing a bash script to generate a reverse 
shell and gave it executable permissions.

I then edited a file in the repository and merged it.
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Running the git pull command using sudo is successful and synchronizes the git repo with the local 
directory stored in /dev/shm.

As this merge happens the post-merge hook I created triggers and grants me a reverse shell as the 
root account.
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