
HackTheBox – Grandpa

S  ummary

• Discovered IIS version 6.0 running on port 80
• Exploited known buffer overflow vulnerability in IIS 6.0 to gain a meterpreter session.
• Discovered several exploits that could potentially be used to escalate privileges.
• Used MS14-070 exploit to escalate meterpreter session to system privileges.
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R  econ

I began by adding 10.10.10.14 to /etc/hosts as grandpa.htb, I followed this up with several port 
scans, only revealing port 80 running IIS 6.0.
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As it doesn't appear possible to abuse WebDAV options, searching for a software exploit using 
searchsploit yielded a potential foothold. IIS version 6.0 is vulnerable to buffer overflow. The 
easiest way to exploit this is via a metasploit module.

FootHold

It is possible to create a meterpreter session using the iis_webdav_scstoragepathfromurl module.
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Privilege Escalation

Attempting to enumerate the system through the meterpreter session is unsuccessful as the 
necessary permissions aren't available, this is easily circumvented by migrating to a process owned 
by the network service account. After migrating to the davcdata.exe process it confirms that I have 
access to the network service account.
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Using metasploits local_exploit_suggester module yields a few results for exploits that could 
potentially allow privilege escalation.

Using MS14-070 is successful, switching back to the original meterpreter session and running 
getuid reveals the session running as the system account.
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