
HackTheBox – Cascade

S  ummary

• Discovery of legacy password for user r.thompson.
• Enumeration of SMB using r.thompsons credentials reveals several files, most notably a 

VNC install log containing a password in hex format within the /Data/IT share.
• Cracked the hexed password to uncover s.smith's password.
• Authenticated as s.smith via WinRM.
• Enumeration of s.smiths SMB access reveals a database file containing a base64 password 

for the ArkSVC account in the Audit share. Though even upon decoding the password it was
still encrypted.

• Decompiling CascAudit.exe and CascCrypto.dll reveals a decrpytion routine, I wrote a 
simple python script to decrypt the password for ArkSVC.

• Authenticated as ArkSVC via WinRM.
• Used ArkSVC's Directory recycle bin rights to recover information relating to a TempAdmin

account – including a base64 encoded legacy password.
• Decoded the password and used it to authenticate as Administrator via WinRM.
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R  econ

I began by adding 10.10.10.182 to /etc/hosts as cascade.htb.
This was followed up by several port scans, the most notable revealed services for this particular 
engagement were SMB, LDAP and WinRM. The scans also revealed a domain name – 
cascade.local.

# Nmap 7.80 scan initiated Fri Jul 24 06:45:05 2020 as: nmap -sV -sC -v 
-p53,88,135,139,389,445,636,3268,3269,5985,49154,49155,49157,49158,49165 -oN nmap.txt cascade.htb 
Nmap scan report for cascade.htb (10.10.10.182) 
Host is up (0.025s latency). 

PORT      STATE SERVICE       VERSION 
53/tcp    open  domain        Microsoft DNS 6.1.7601 (1DB15D39) (Windows Server 2008 R2 SP1) 
| dns-nsid: 
|_  bind.version: Microsoft DNS 6.1.7601 (1DB15D39) 
88/tcp    open  kerberos-sec  Microsoft Windows Kerberos (server time: 2020-07-24 10:50:21Z) 
135/tcp   open  msrpc         Microsoft Windows RPC 
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn 
389/tcp   open  ldap          Microsoft Windows Active Directory LDAP (Domain: cascade.local, Site: Default-First-Site-
Name) 
445/tcp   open  microsoft-ds? 
636/tcp   open  tcpwrapped 
3268/tcp  open  ldap          Microsoft Windows Active Directory LDAP (Domain: cascade.local, Site: Default-First-Site-
Name) 
3269/tcp  open  tcpwrapped 
5985/tcp  open  http          Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP) 
|_http-server-header: Microsoft-HTTPAPI/2.0 
|_http-title: Not Found 
49154/tcp open  msrpc         Microsoft Windows RPC 
49155/tcp open  msrpc         Microsoft Windows RPC 
49157/tcp open  ncacn_http    Microsoft Windows RPC over HTTP 1.0 
49158/tcp open  msrpc         Microsoft Windows RPC 
49165/tcp open  msrpc         Microsoft Windows RPC 
Service Info: Host: CASC-DC1; OS: Windows; CPE: cpe:/o:microsoft:windows_server_2008:r2:sp1, 
cpe:/o:microsoft:windows 
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I used ldapsearch to dump information relating to the LDAP services running on the machine, 
saving the output to ldapsearch.txt.

FootHold – User r.thompson

Searching through the output for ldapsearch eventually lead me to a CascadeLegacyPwd field for 
the user r.thompson.
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The password is base64 encoded, this is easily overcome by passing the encoded string to base64 -d
revealing a password - rY4n5eva.

I attempted to authenticate via WinRM with no success, leading me to enumeration of the SMB 
shares.

I now had access to Data/IT. I used this access to download the files within the share that I could 
access.

Some of the more notable files included ArkAdRecycleBin.log, showing a user – TempAdmin had 
been deleted by the user – ArkSVC.
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Meeting_Notes_Hune_2018.html reveals that TempAdmin had the same credentials as the 
Administrator account.
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And finally under /IT/Temp/s.smith – VNC Install.reg – this file contains a password in hex format.
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Privelege Escalation – User: s.smith

It was possible to crack s.smiths password using a python script that decrypts VNC passwords, I 
downloaded this from https://github.com/trinitronx/vncpasswd.py

Running the script with hex characters stripped of spaces and commas with the -d switch reveals the
password as sT333ve2. 

I used this password to authenticate as s.smith via WinRM.
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Privelege Escalation – User: ArkSVC

Enumeration of SMB as s.smith allowed access to the Audit$ share, I downloaded the contents of 
this share, in there was a DB file. I used sqllite to open the file where there was a base64 encoded 
password for the user – ArkSVC in the Ldap table.

I once again used base64 -d to decode this password, this time outputting what appeared to be some 
ciphertext.

Also in the share was a .exe file – CascAudit.exe, this was compiled using .Net.

There were also a few other files alongside this that appeared to be dependencies for CascAudit.exe.
I zipped the files and transferred them to a windows machine for further analysis.
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I decompiled CascAudit.exe using Jetbrains DotPeek. This revealed a decryption key in 
MainModule.

9
@driggzzzz

Cascade Writeup HTB



I also decompiled CascCrypto.dll using DotPeek, revealing that the encrpytion routine uses AES128
in CBC mode.

I used this information to create the following python script to decrypt the password stored in the 
DB file.

#!/usr/bin/python3
from Crypto.Cipher import AES
import base64
 
 
DBPass = b"BQO5l5Kj9MdErXx6Q6AGOw=="
ciphertext = base64.b64decode(DBPass)
key = b"c4scadek3y654321"
IV = b"1tdyjCbY1Ix49842"
decipher = AES.new(key,AES.MODE_CBC,IV)
plaintext = decipher.decrypt(ciphertext)
print("Password: " + plaintext.decode())
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Running this script successfully decrypted the password.

I used this password to authenticate as ArkSVC via WinRM.
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Privilege Escalation - Administrator

Remembering the files from earlier mentioning the deleted TempAdmin having the same password 
as the real Administrator account and the fact that the account was deleted by ArkSVC, I searched 
for properties relating to the TempAdmin account using the command:

Get-ADObject -Filter {SamAccountName -eq 'TempAdmin'} -IncludeDeletedObjects -Properties *

This revealed another base64 encoded CascadeLegacyPwd.

I once again decoded the password using base64 -d.
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I then used this password to authenticate as Administrator via WinRM.
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