
HackTheBox – OpenAdmin

S  ummary

• Discovered /ona directory on webserver running a vulnerabile version of OpenNetAdmin.
• Exploited Remote Code Execution vulnerability in OpenNetAdmin to gain access to the user

– www-data
• Discovered a plain text password for the user – Jimmy, then authenticated as Jimmy via 

SSH.
• Discovered an internally hosted php file which echoes the private key for the user – Joanna.
• Cracked the password for Joannas private key and authenticated via SSH.
• Joanna has sudo permissions to execute nano text editor, this could be abused to gain access 

to the root account.
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R  econ

I added 10.10.10.171 to /etc/hosts as openadmin.htb.
I followed this up with a fast port scan of the top 1000 ports using nmap and a fast scan of all ports. 
The only discovered open ports were 22 and 80.

Enumerating the webserver hosted on port 80 reveals only a default apache page.
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Using dirbuster with the common.txt wordlist from Kali Linux reveals several directories, amongst 
them is /ona.

Navigating to this page opens a panel for OpenNetAdmin, running version 18.1.1
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FootHold

Searching for known vulnerabilities for this software yields an RCE vulnerability, along with a 
POC.

Running the script granted me a shell as the user – www-data.
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Privelege Escalation – User: Jimmy

Enumerating the file system reveals a plain text password at 
/var/www/ona/local/config/database_settings.inc.php
Further enumeration reveals 2 users – Jimmy and Joanna.
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It is possible to authenticate as Jimmy using the password in the config file.
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Privelege Escalation – User: Joanna

Further enumeration reveals a directory /var/www/internal, there are a few interesting files in here 
which appear to combine to provide the SSH key for the user – Joanna.

Simply running this file doesn't provide any useful output. I used netstat to enumerate for any 
listening ports on the local system, this reveals there are 2 ports listening.

I used curl to connect to the local ports for further enumeration, revealing that 52846 returns a 
similar output to the php files in /var/www/internal
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By connecting directly to the page main.php using curl it is possible to bypass authentication, 
revealing Joannas private key.

The private key is password protected, this can be cracked by using ssh2john.
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Privilege Escalation - Root

Authenticated as Joanna it is possible to run nano with sudo permissions.

Exploiting this to gain root access is trivial. Simply using Ctrl+R followed by Ctrl+X opens an 
interpreter for commands. Running the command reset; sh 1>&0 2>&0 will open a session as the 
root account.
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